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What is Multi-Factor Authentication (MFA)?

Multi-Factor Authentication (MFA) is an additional method of verification to your password enabling you to access
Lloyd’s Services (including MDC, SharePoint Online and SecureShare)

As the name suggests, Multi-Factor Authentication (MFA) requires two or more items to verify a
user’s identity and enable access to Lloyd's Applications. As well as your username and

password, you will now be using the Microsoft Authenticator app to generate a random passcode.

Username & password Authentication code via app Access

LLOYDS

Usemame
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1. Download and install the Authenticator app e

Install the latest version of the Microsoft Authenticator app, based on your mobile operating system:

* Android. On your Android device, go to Google Play to download and install the
Microsoft Authenticator app.

Scan the QR code with your mobile phone to take you directly to the app
download link

* AppleiOS. On your Apple iOS device, go to the App Store to download and
install the Microsoft Authenticator app.

Scan the QR code with your mobile phone to take you directly to the app
download link.
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2. MFA Enrolment

Open your Internet Browser and browse to https://aka.ms/mfasetup

Enter your registered username followed by selecting ‘Next’.

Enter your password and select ‘Next’

At this stage you will be presented with a screen asking for more information. Click

“Next’

Select ‘Receive notifications for verification’ and click

‘Setup’ Additional security verification
You will now be presented with a screen showing a QR Stap 1: Hom should we contact you?

code — =

Open the Microsoft Authenticator app and select ‘Add " .

Account’ or Scan QR code. (note: if you are already
using the Authenticator for another account please tap the
+ icon in the top right of the screen) NHAT KIN MT ARE ¥ oM

[T .
Select the account type ‘Other’ (if you selected ‘Add Account) ] N Ot

1 —

] - N
Select the option to ‘Scan a QR code’ and scan the QR o P C—

code displayed on the screen with your mobile device.

Your account will then appear in the Accounts list within the Microsoft authenticator app.
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https://aka.ms/mfasetup

3. Standard Login

Now you have enrolled with MFA, the steps below are the method to use going forward when accessing Lloyds
Services

e  Open browser and visit the site of the Azure AD Service you wish to access.
e Enter your registered username followed by selecting ‘Next’.

| IV H
m= Microsoft LLOYD'S

Sign in

to continue to Microsoft Azure

< azure_user@lloyds.net

Enter password

eesesecscesesenee

No account? Create one!

Forgot my password

Can't access your account?

e  Enter your password and select ‘Sign in’.

e You will now be presented with a 2-digit code that

appears on your laptop/remote desktop. Note: Selecting

the ‘Don’t ask again for 90 days’ tick box’ will mean that

unless your location, device you are using or service you azure_user@lloyds.net

are accessing changes or your password has changed, . .

you will not be prompted to authenticate again for a 90- Approve sign in request

day perIOd' @ Open your Authenticator app, and enter the

number shown to sign in.

e  The Microsoft Authenticator app will prompt you to enter
the code into the app. Once entered and ‘Yes’ is selected 2 2
you can access the service. Note: Before selecting ‘Yes’
confirm that the information detailed below is correct. Is
your username, the app you are trying to access and No numbers in your app? Make sure to upgrade to
location, correct? The location is a rough approximation the latest version. )
and dependent on several factors.

Don't ask again for 90 days

Are you trying to sign in?

Lopt's
anre_use SHSoyOs et

Arure Poriad

Location
Cogiand, Unied Kingdom

SN Bayres

e You will now be able to access the Lloyd’s Service.
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e  Go to https://myprofile.microsoft.com and sign in with your

4. Re-name your Authenticator Connection (Optional)

Lloyd’s recommend you re-name the saved account stored in the Authenticator app so that it can be easily identified
if you are using multiple accounts. To do this please follow the below steps:

e Open the Authenticator app and tap onto the Lloyd’s account.

e Tap onto the cog icon in the top right of the screen
e Tap onto the pen icon next to the current Account Name

e Please rename the connection to LloydsServices.

5. Using a hard token to authenticate (Optional)

If you do wish to use an alternative to Microsoft Authenticator, Lloyd’s can recommend YubiKey as a brand which
has been tested successfully to access Lloyd’s applications. Please note: Lloyd’s are not responsible for the
procurement of hardware tokens.

Before you begin please ensure:

The user account is set up in Azure Active Directory.
You have a compatible hard token.

Register a hard token:

registered account

Lloyd's Sign out

BJ

View account

My Microsoft 365 profile
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https://www.yubico.com/products/?utm_source=bing&utm_medium=pd:search&utm_campaign=UK_B2C_LeadGen_bing_SEM_Brand&utm_content=&msclkid=eacfa23db0211dc56029c140464bcc09

e Click on Security Info in the left-hand menu

| My Account -
e Click on Add Sign-in method under the security info
Section. A Overview

A Security info
O Devices
@ Password

B=3 Organisations

Security info

These ane the methods you use to sign into your account or reset your passwond,
5% Settings & Privacy

Default sign-in methed: Phone - text

S5 My sign-ins ® London
+ Add sign-in method 7 Office apps
= Subsriptions ~/ Why can't | edit?
% Phcerag
E Erma CRangs Dales
e Select Security key from the menu.
Add a method X
Which method would you like to add?
‘ Choose 3 method i
Authenticator app
Security key
. Office phone
e  Select USB device and click next
Security key X

Choose the type of security key that you have,
‘ 8 USE device

‘ Rl MFC device ‘

Cancel
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e Ensure you have your hard token ready and click Next on the “Have your key ready” message

Security key X

Have your key ready.

When you choose Next, you will be prompted to plug your security
key into the U5B port. Then, touch the button or the sensor on your
security key to finish setting up your device.

For more detailed instructions, visit your key manufacturer's website,

e -

e Plug in your hard token to your - ) )
devices USB drive. W  Windows Security

e  Check that the correct account name Security key setup
shows in the Security Key set up

message and click OK. Set up your security key to sign in to login.microsoft.com as

This request comes from Msrdc, published by Microsoft
Corporation.

[ Read and then click OK on the W e "
Continue setup pop-up. indows Security

Continue setup

This will let login.microsoft.com see the make and mode! of your
security key.

login.microsoft.com wants to create a credential on your security
key. This lets you sign in without having to type your username.

Note: A record of your visit to this site will be kept on your
security key.
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e You will be prompted to enter a name for the key, for example “Primary Yubikey”, once entered click Next and
Done.

Security key X
Mame your security key. This will help distinguish it from other keys.

Enter a security key name

Cancel

e  Enter a PIN which will be used every time you O X
use your hard token and click OK. You will = ) 4
need to remember this PIN so please use

something that you will not forget. Continue setup

Please enter your security key PIN.

I irity Kev P}

e  You will be prompted to touch your token. Lightly touch the front part of your key.

== Windows Security

Continue setup

0

Touch your security key.

Cancel
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Security key X
e You will get a message to say
set up complete, click on Done. You're all set!

You can use your security key instead of a username and password
the next time you sign in.

Be sure to follow your security key manufacturer's guidance to
perform any additional setup tasks such as registering your

fingerprint.

e You have now successfully
registered your token.
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