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1 INTRODUCTION

This document provides a comprehensive user guide for the operation of the new Lloyd’s Access Framework (LAF)
administration tool.

The LAF tool is the single sign on functionality of LIoyds.com that enables multi system access via a single
username and password.

Anyone who will be required to undertake administration functions using the LAF as an external administrator within
the London market.
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2 LAF ADMINISTRATION OVERVIEW

This section provides an overview of how applications are administered within LAF.

2.2.1 External Devolved Administrators
https://lafadmin.lloyds.com

This will take you via the RSA secure ID token log in page. You will need an RSA secured token to progress beyond
this point. If you do not have one or need to request access to become a devolved administrator please contact
usersupport@lloyds.com

2.2.2 Devolved Administrator
A Devolved Administrator (DA) will be a user based outside of Lloyd’s but within the Lloyd’s market.

DAs will be able to:

View a list of all users in their organisation

Create / edit users within a specific set of username email domains (e.g. @hoslin.com).

Re-send password re-set requests

Change the first part of a user’s email address (marriages/divorces/name changes etc.)

Re-send the activation link to users

Add and remove users from User groups — providing access to specific areas of a system e.g. Atlas
Lock and Unlock user accounts

View a list of other DA’s in their organisation (to be available from April 2013)

DAs will be unable to:

View users outside of the domains specified.

Create or edit applications or new user groups

Create other DA’s — this can be requested from Lloyd’s, please see later in this guide
Change the domain name of any email

DAs will be required for the following applications:

Overseas Reporting System (ORS);
ATLAS;

Binding Authority Registration (BAR);
Restricted Coverholders (RC);

Core Market Returns (CMR).

Other applications in due course

To add a DA to one of the above applications, please see section 3.8.
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3 USER MANAGEMENT

This section provides details on how administrators can manage LAF users. This includes the
creation/update/deletion of users, along with administrative tasks such as locking of accounts, password reset etc. IN
order to access any Lloyd’s tool or service a user must be registered on Lloyds.com.

The normal route for the creation of user accounts will be for the end user to perform this themselves via the user
registration process on Lloyds.com. However, should an administrator wish to create an account for a user, then this
is possible via the LAF administration tool.

To create a new user, an administrator should perform the following steps —

1. Using the navigation bar, select “Users”
2. Using the search facility, check that the user to be created does not currently exist in the LAF system.
3. Click the “Create New User” button under “Actions”.

File Edit View Favorites Tools Help
Niv B v @ v Pager Safetyv Took~ @~ W (8

LLOYDS

mewonosseecaust — USERS | USER GROUPS | APPLICATIONS | USER ACCESS REQUESTS SALAF TEST@LLOYDS.COM

INSURANCE HARKET

Email Address test5678@lloyds com Date Registered D Create New User
First Name [Test LastLogin
Last Name Tester Activated Please select v

Company Name |Lioyds

Mo items found

Lloyd's s a registered frade mask of the Society of Lloydis. Lloyd's is authorised under the Financial Services and Markels Act 2000. Lioyd's Copyright 2012 Privacy & Cookies | Terms & Condifions
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4. Add new user details as required.
5. Click on the “Save” button at the bottom of the page.

B v B = ® v Pager Safetyr Tookv @ & [

LLOYDS

wewonwsspecmust — JSERS | USER GROUPS | APPLICATIONS | USER ACCESS REQUESTS SALAF.TEST@LLOYDS.COM

INSURANCE MARKET

Email Address * test3678@Iloyds.com

Title *|Mr
FirstName *[Tony
LastName *|Tester
Country of Residence * United Kingdom -
Contact Telephone Number|0123 456789

Are you an insurance professional? * No -

Job Title|Systems Tester
Company Name Lloyd's

Organisation Type * Lloyd's corporation M

Lioyels s a registered e mai of the Society of Lloyd's. Lioyd's is suthorised under the Financis! Senvices and Mariets Act 2000, Lioyd's Copyright 2012 Privacy & Cookies | Tesms & Conitions

6. Users created via this process will receive an activation email; if this expires the DA can re-issue it. Editing
user details

Users may edit their own details by accessing their account via Lloyds.com. However, an admin may edit user’s
details should this be required.

Most user details can be edited, with the following restrictions —

e Email address — the email domain (e.g. Lloyds.com cannot be changed to ensure security)

e Password — Passwords can be changed only via the password reset process, or directly via the user.

e Account Status — Fully validated accounts require the user to verify that the email address is used via
accessing their own email address. If the wrong account has been entered it will need to re-created.

To edit any users details, an administrator should perform the following steps —

1. Using the navigation bar, select “Users”

2. Using the search facility, locate the user of interest via a combination on any relevant fields. Wildcard
search is available on all text fields by using “*”.

3. Click on the “File” symbol next to the user you wish to edit.
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File Edit View Favorites Tools Help
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LLOYD'S

meworwsseecaust — USERS | USER GROUPS | APPLICATIONS | USER ACCESS REQUESTS SA LAF TEST@LLOYDS COM

INSURRNCE HARKET

Email Address testa678@lloyds.com
Account Active N0
Title [}r

Firstname Tony

B @ @ & &

Last name Tester
Insurance Professional N

biitie 5
Job title [Systems Tester Lastloggedin

Company name |Lloyds 01 Jan 0001
Organisation Type [Lloyd's corporation Account Locked
No
Country of residence [United Kingdom
Date Created
Telephone Number (0123 456789

No items found,

[i0] Eo] g

No items found,

[10][50] froa

registered rade mart of the Society of Lloyd's. Lloyd's is suthorised under the Financial Services and Markets Act 2000. Lioyd's Copyright 2012 Privacy & Cookies | Terms & Conditions

4. User details can be viewed in the general information panel at the top of the screen, to edit these details
click on the “Edit User Details” button.
5. Edit details as required, to commit changes, click on the “Save” button.

All users contain details on the following fields —

e Email address — The user’s email address, which is also their unique user name within LAF.

e Account status — Active — The account has been validated by end user and is in use
Registered — Account has been created, but email address is not validated.
Locked- Account is locked from use.

e Title, first name, surname — The user’s real name.

e Insurance professional — Does the user consider themselves to work directly within the insurance industry.

e Job title — The user’s job title.

e Company name — the name of the user’s employer.

e Organisation type — The type of employer (Broker, Lloyd’s Corporation, managing agent etc.)

e  Country of residence — country the user resides in.

e Phone number — users contact telephone number

Locking a user account temporally prevents any access to the account. Users can be unlocked via the same process
should this be required. If you want to deny someone access to the system you administer please remove them from
user group/s

1. Using the navigation bar, select “Users”
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2. Using the search facility, locate the user of interest via a combination on any relevant fields. Wildcard
search is available on all text fields by using “*”.

3. Click on the “File” symbol next to the user you wish to lock/unlock.
4. The lock/unlock switch can be found within the actions section at the top right of the screen.
5. Ifauseris locked, then the option will be to unlock, while if unlocked, the option will be to lock the user.
6. Click on the link to lock/unlock the user as appropriate.
i~ B v @ v Pagev Safetyv Tools~ @+ { W]

LLOYDS

meworwsseecaust  JSERS | USER GROUPS | APPLICATIONS | USER ACCESS REQUESTS SALAFTEST@LLOYDS.COM

INSURANCE MARKET

1]
i
Title [Mr @
Firstname [Test @
Last name [User§
Insurance Professional [Yes Lastloggedin
Job title [Test User 30 Nov 2012
Company name |Lloyds Account Locked
Organisation Type |Lloyd's corporation Mo
Date Created

Country of residence |United States of America

Telephone Number [089345007 345345

No items found

No items found

Lioyd's is & registered frade mark of the Society of Lioyd's. Lioyd's is authorised under the Financial Services and Markets At 2000. Lioyd's Copyright 2012 Frivacy & Cookies | Terms & Conditions

Should the activation email generated during the user registration process be lost/not sent to the user, the
administrator has the ability to resend this email to the user, so that this user may activate their account and access
content via their account.

To resend the activation email, the administrator should complete the following steps —

1. Using the navigation bar, select “Users”.

2. Using the search facility, locate the user of interest via a combination on any relevant fields. Wildcard
search is available on all text fields by using “*”.

3. Click on the “File” symbol next to the user you wish to resend their activation email.

4. The resend activation email switch can be found within the actions section at the top right of the screen.
Click this link to send the email to the users email address. This will only be available for users who have
not activated their account
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A user may reset their own password by following the password reset process found on the LAF login page.
However, administrators have the option of kicking the process off for an end user should this be required.

Note, an administrator cannot change a user’s password to any pre-determined value; they may only commence the
password reset process, which sends an email to the user allowing the user to change their password.

To complete this process, the administrator must do the following -

1. Using the navigation bar, select “Users”.

2. Using the search facility, locate the user of interest via a combination on any relevant fields. Wildcard

search is available on all text fields by using “*”.

Click on the “File” symbol next to the user you wish to reset their password.

4. The password reset switch can be found within the actions section at the top right of the screen. Click this
link to send the password reset email to the users email address.

5. The user should then complete the password reset process, entering a new password as required.

w

All current or prospective DAs must have a lloyds.com account set up.
DAs can be added to the available applications as follows:
1. Overseas Reporting System (ORS)

The existing DA or Compliance Officer to send an email to Lloyds-MR-OverseasReporting@Iloyds.com with the
following information:

e Name of company
Full address of company
Full details of DA to be added:
o Title
Full name
Contact number
Email address
If RSA Securid token is held
Is DA replacing an existing DA? If so, name of existing DA
o Has DA moved company? If so, name of previous company
Details of person submitting the email:
o Full name
o Role
o Company Director name
2. ATLAS, Binding Authority Registration (BAR), or Restricted Coverholders (RC)

[ ]
O O O O O

An application form should be completed and submitted via Lloyds.com via the following link:

http://www.lloyds.com/the-market/tools-and-resources/tools-e-services/atlas/devolved-administrators

3. Core Market Returns (CMR)

The information shown in the form below (and attached) should be emailed to Lloyds-Market-Services-Market-
Returns@lloyds.com
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Managing Agent

DEVOLVED ADMINISTRATOR APPLICATION

To be sst up as a Devolved Administrator (DA) for the Core Market Returns (CMR) web-site please
complete and send this form to the Market Returmns Help Desk. Electronic copies will be accepted (please
send to mailto_l loyds-Market-Services-Market-Returns@iloyds com).

You must also have a Lloyds com account. Please go to www lloyds com and click on ‘Login/Register in
the top right-hand comer. If you have access to Atlas, BAR or Restricted Coverholders you will already
have a Lloyds com account.

MANAGING AGENT DETAILS:

Firm's mame:

Address:

City:

Postoode:

DEVOLVED ADMINISTRATOR DETAILS

Sumame:

Forenameis) " :

Phone number:

E-mail address ® :

UM
Secure ID Token required?

If inheriting token from ancther user -
senal no. on the reverse is;-

(Please copy and complete the above table for each additional user)

DETAILS OF PERSON COMPLETING THE FORM IF DIFFERENT FROM AEQVE
Marne Diate

Caornpany Director

I certify that | am authonsed on behalf of the Firm named above to (i) execute this application, and (i}
appaint the Devolved Administrator. | further certify and confirm that the Firm will be bound by the Core
Market Retumnms Website User Terms and Conditions, as may be amended from time to time.

Hotes:

1  In case there are similarly named persons within the Lloyd's market, please provide all forenames
2 For security purposes, all comespondence must be by e-mail from the e-mail address({es) provided abowe

Core Market Refums — Dewoived Adminlsiadon Sorm

CMR LAF Devolved
Administrator Applical
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L USER GROUP MANAGEMENT

This section of the user guide provides details on how to administer all aspects of user groups within the new LAF
administration tool.

User groups are used as the sole means of providing end users with the credentials they require to access
applications.

Credentials are granted to user groups, with membership of the user group providing the user with the credentials to
access the relevant application e.g. users with credentials including the system name, a role within that system and
an area in that system that they can see BAR_restricted_MA1234_RW would be someone with access to BAR with
restricted rights to be able to edit Managing agent 1234.

Examples of user groups:
Atlas

Atlas_1234 — This provides read write access to Atlas group 1234. To make understanding these easier we have
added the company name next to the user group name in user group description

@ Atlas_90178655 Ed Test Chrome Wed 6th No2 - 178655 - RO @ Atlas

Bar

BAR_restricted_MA1234_RW would be a group with access to BAR with restricted rights to be able to edit Managing
agent 1234.

@ BAR_Restricted MA-2GEE-RO Binding Authorities Registration_Restricted MA-2@E-RO @ Binding Authorities Registration
@ BAR_Restricted MA-2GEEK-RW Binding Authorities Registration_Restricted MA-2 @EB-RW @ Binding Authorities Registration
Variants would be on Managing agent or Broker and Read Write (RW) or Read Only (RO)

RC

RC_Restricted_MA-1234-RW would be a group with access to restricted areas of the RC system relating to
Managing Agent 1234 with the ability to edit i.e. Read and write

@ RC_Restricted_MA-@EER-RW Restricted Coverholders_Restricted_MA-GEEE-RW @ Restricted Coverholders
@ RC_Restricted_MA @HR-RO Restricted Coverholders_Restricted_MA-@ER-RO g Restricted Coverholders
ORS

ORS_USCRRS_Managing Agent_1234k would refer to a group with access to the ORS sysemt for Managing agent
1234

;ORS_USCRRS_ManagingAgent_.K Overseas Reporting S}-stem_USCRRS_ManagmgAgenl_.K @ Overseas Reporting System

CMR

Only has one user group CMR_Default — This provides access to CMR. If the user has been given rights within the
CMR system to certain returns they will be able to access them otherwise they will just see the blank home page

@ CMR_Default Core Market Returns_Default @ Core Market Returns
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Managing user group membership ultimately provides users with the credentials they require to access applications
controlled by LAF.

All administrators may manage the membership of user groups that they have permissions for.

4.2.1 Add user to group
1. Using the navigation bar, select “User groups”.
2. On the user group search screen, use the search options provided to locate the user group which requires
management, and click on the “File” symbol next to the User Group Name.
3. The user group membership can be viewed in the second section of the user group details screen, titled
“User Group Membership”.
4. To add a new user to the group, click on the “Add New User” button.
Use the search functionality to identify the user you wish to add to the user group.
6. Check the tick-boxes for the users you wish to add, followed by the “Add Users to User Group” button,
located at the bottom of the screen.

o

B B v @ v Pager Sefetyv Toos @+ ] [

LLOYDS

mewomosseeaust — JSERS | USER GROUPS  APPLICATIONS | USER ACCESS REQUESTS SALAF TEST@LLOYDS COM

INSURANCE MARKET

Email Address Date Registered
FirstName LastLogin
LastName hetivated Please select M

Company Name

s 8 y oy 022013 1022013
Shami Bakrania@lloyds sharm Balrania Lloyds 1900272013 18102:2013
B d oftumuid oyd 0212013 10212013
Nanda Gotiumukkala@ll.. ey E e Lloyds 190212013 10102:2013
- Verse oy 022013 [
Wathering Hamersanglo., ETEe Hanerson Lloyd's 190212013 1900212013
= \ 0ac ayd 0112 3011112012
festUserioCnstai@loyd Joe Bloggs Lloyd's 0110112009 301172012
¥l @lestUserf@lloyds.com  Test Users Lloyds 010110001 W1012
¥ alestUsers@loyds.com  Test Users Lloyds 010110001 0112012
¥l @testUserd@lloyds com  Test Userd Lloyds 010110001 W110012
wiestUsersglojoscom Test Userd Lioyds 010110001 0112012
GlestUserZ@lloyds com  Test User2 Lloyds 01010001 WHL012
whesUser@lojsscom - Test User Lioyds 010110001 012012

ems.
[olfee][fion

Lloyd's is a registered frade mark of the Society of Lioyd's. Lioyd's is suthorised under the Financial Sewvices and Markets Act 2000. Lioyd's Copyright 2012 Frivacy & Cookies | Terms & Conditions

4.2.2 Remove user from group
To remove a user from a user group, an administrator should complete the following steps —

1. Using the navigation bar, select “User groups”
2. Onthe user group search screen, use the search options provided to locate the user group which requires
management, and click on the “File” symbol next to the User Group Name.
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3. The user group membership can be viewed in the second section of the user group details screen, titled
“User Group Membership”.

4. |If required, use the user search function within the user group membership section to identify users you
wish to remove from the user group.

5. For the users that require to be removed, click on the checkbox for those users, and then click on “Remove
Selected Users”.

E Edit View Favorites Tools Help
Bv B - & v Pager Sefetyr Toosv @~ N

mewonsseecuust — USERS | USER GROUPS | APPLICATIONS | USER ACCESS REQUESTS SALAF TEST@LLOYDS COM

INSURANCE HARKET

USER GROUP DETAILS FOR

GENERAL INFORMATION
User group name [Supertesters @ Delete user group

User group description Testers with super powers

Associated Application Agency NaticeDoard

=
Edit User Group Details
RO BERSHIP
o et
[ aetestUserd@liojds.com  Test Userfs Lloyds 011010001 3011112012
GestUsers@loyds.com  Test Users Lloyds 01101/0001 3011112012
lestUserd@lloyds.com  Test Userd Lloyds 01/01/0001 301112012
110 3of 3items
[10][5o][100]
RO D)
Filter Credentials Add Credentials Remove Selected
No items found.
[10][5a][100

registered trade mark of the Society of Loy orised under the Financial Services and Markets Act 2000. Lioyd
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5 FREQUENTLY ASKED QUESTIONS

Where can | find a full list of applications secured by LAF?
On Lloyds.com via the following link:

http://www.lloyds.com/the-market/tools-and-resources

Where can | find a full list of application administrators?
You will be able to view these from April 2013 under the user group page
How do | add another DA?

See section 3.7. Please remember that each DA will require a secure ID token and this can take up to 5 days to be
delivered.

Why can’t | see a system | should be able to administer?

In the first instance please contact the system owner/team e.g. Atlas, BAR and Restricted Cover holders contact the
Delegated Authorities team.

Alternatively contact the user support account for Lloyd’s at:

Lloyds.com User Support usersupport@Iloyds.com giving as much detail as possible

How do | request a new RSA secure ID token?

Contact Lloyds.com User Support usersupport@lloyds.com and request a new token. They will provide instructions
on what to do with the old token.

How do | re-assign a RSA secure ID token?

Contact Lloyds.com User Support usersupport@lloyds.com and let them know who you are transferring the token
from and to. Please also complete the Devolved administration request as in section 3.7 and ensure that any new
user has registered on Lloyds.com and has an active account.

Should DA’s create new user accounts?

DA’s can create and edit user accounts but where possible we recommend that the end user registers on
Lloyds.com themselves so that they can also set up their communication preferences and other Lloyds.com services
as well.

How do | direct users to the system | have given them access to?

The easiest way is to direct them to their "my account" page (linked from every page of Lloyds.com once they are
logged in) and they can navigate to any system they have access to from there.

How do | delete a user?

Currently we only ask that you remove users from user groups. If you have a user who has left your organisation
though you can drop a note to User support at Lloyd’s and we will delete them.

Contacts

Atlas, BAR and RC coverholders@lloyds.com

ORS Lloyds-MR-OverseasReporting@Iloyds.com

CMR Lloyds-Market-Services-Market-Returns@Iloyds.com

Lloyds.com and generic User Support usersupport@Iloyds.com
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