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Executive summary

Lloyd’s commissioned Chatham House to investigate 
the potential for chemical, biological, radiological and 
nuclear (CBRN) weapons use by non-state actors, in 
order to improve understanding of the nature of this 
threat. Lloyd’s believes that greater understanding of 
these issues can be important for developing robust 
exposure management and underwriting strategies.

CBRN weapons are some of the most indiscriminate 
and deadly weapons in existence today. Given the 
potential deadliness and costliness of even a single 
CBRN attack, and the relative ease with which malicious 
actors could obtain many of the materials and know-how 
required to build CBRN weapons, it is important to 
assess the current global threat of use of these weapons 
in light of society’s resilience and vulnerabilities, and 
emerging technologies.

This report, produced for Lloyd’s by Chatham House 
– an independent policy institute based in London 
– explores some of the key factors driving the global 
threat of CBRN attacks as an act of terrorism or 
sabotage. The report also presents a set of plausible 
but extreme scenarios for each form of attack. These 
are devised to be illustrative of the types of events 
that insurers may want to consider in their exposure 
management and underwriting strategies. The scenarios 
are not predictions, but they could provide a useful tool 
to assist insurers in thinking about CBRN weapons use.

The report indicates that the global threat of 
CBRN weapons use is evolving, driven by three 
strategic trends:
1.	 Potential perpetrators – CBRN weapons could 

be used by terrorist organisations, saboteurs or lone 
actors, and there is growing evidence suggesting that 
terrorist groups have the intention of acquiring 
such weapons. 

2.	 Technological and scientific capabilities – cyber 
techniques with the capacity to sabotage or severely 
damage chemical or nuclear facilities are becoming 
more refined, while scientific advances are increasing 
capabilities to synthesise deadly viruses. 

3.	 Dual-use materials – a wide range of materials 
with the potential to be used in CBRN weapons can 
also be used for civilian purposes, with many easily 
purchased online or from high street retailers.

Today’s heightened terrorist and saboteur threat, 
combined with the significant potential for CBRN 
weapons to cause widespread disruption and fear, 
could increase the likelihood of these weapons being 
used by malicious actors. Despite this, there have been 
relatively few large- or even medium-scale incidents 
of CBRN terrorism or sabotage in the 20th and 21st 
centuries. The probability and nature of this threat 
varies geographically, and is linked to the capabilities, 
intentions, (dis)incentives for use and the consequences 
of use for a potential perpetrator.

Emerging technologies are altering the risk 
landscape for CBRN weapons use in a variety of 
ways. Technological developments – including those in 
nanotechnology, synthetic biology and chemicals, cyber 
technology and 3D printing – could enable hostile actors 
to develop weapons that are cheaper, more powerful 
and easier to use. However, these same advances also 
have the potential to enhance detection, and reduce the 
destructive and disruptive capacity of CBRN weapons.

Although CBRN attacks are rare, the threat is 
dynamic, and effective risk management requires 
co-operation, vigilance and innovation. Governments 
and industries can increase resilience to attacks by 
strengthening existing security measures – particularly 
around chemical facilities and critical infrastructure – 
ensuring laboratory security, safety and safeguards, and 
introducing alternatives to radioactive materials in non-
military locations such as hospitals.
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Introduction

According to the University of Maryland’s Global 
Terrorism Database, there were a total of 143 attacks – 
35 biological, 95 chemical, and 13 radiological – using 
CBRN weapons across the world from 1970 to 2014. 
This information is captured in figure 1.ª

Insurance is available to cover some of the effects of 
the use of chemical, biological, radiological and nuclear 
(CBRN) weapons by non-state actors. With this in 
mind, Lloyd’s commissioned this study by Chatham 
House with a view to providing a forward-looking 
assessment of the global threat relating to the use of 
these weapons. The report includes scenarios which 
are designed to be representative of plausible but 
extreme occurrences for the use of each weapon type. 
These scenarios were devised by Chatham House to 
be illustrative of the types of events that insurers may 
want to consider in their exposure management and 
underwriting strategies. Lloyd’s hopes that, by providing 
an up-to-date, balanced assessment of the present risk, 
this report will help inform exposure management and 
product innovation in the insurance industry.

a The Global Terrorism Database¹ is modified for terrorist organisations, and saboteur groups use of chemical, biological and radiological 
weapons. This dataset includes attempted CBRN attacks. In addition to this database, the Center for Nonproliferation Studies has WMD 
Terrorism Databases.²

CBRN weapons are some of the most indiscriminate and 
deadly weapons in existence today. Besides the physical 
damage they can inflict, they also have the potential 
to inspire fear, provoke panic, and cause significant 
economic and societal disruption.³ Fortunately, the use 
of CBRN weapons by states and non-state actors has 
remained relatively rare to date. Nevertheless, the risk 
presented by these weapons is not zero, and insurers 
may benefit from understanding the exposure of their 
portfolios to plausible but extreme events of their use.

A key incentive for use of CBRN weapons is their 
capacity to cause significant disruption across sectors, 
as well as considerable revenue loss for governments. 
In particular, cleaning up after a CBRN incident could 
require that people, buildings, infrastructure and the 
environment undergo a cost intensive and lengthy 
decontamination process. For instance, the cost of 
decontamination after the 2001 anthrax attacks in 
the US, which produced almost 3,000 tonnes of 
contaminated waste, is estimated to have been 
around $800m.⁴

Figure 1: Chemical, biological and radiological attacks across the world from 1970 to 2014

Biological Chemical Radiological
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Through a series of multilateral treaties and compliance 
measures, almost all states worldwide have prohibited 
the use and possession of chemicalb and biological c 
weapons. There also exist treaties and other legal 
instruments, monitoring organisations, and verification 
and safeguarding procedures aimed at preventing the 
transfer, loss or theft of nuclear weapons, materials and 
technologies. These measures also cover radiological 
materials which could be used in a ‘dirty bomb’. The 
Chemical Weapons Convention (CWC) incorporates 
a general clause prohibiting the weaponisation of all 
chemicals, and the Biological Weapons Convention 
(BWC) similarly bestows a prohibition on the 
weaponisation of biological pathogens and agents. 
Regardless of the international treaties and norms 
established around non-use, CBRN materials still 
pose a significant threat to safety and security. 

Many of the chemicals that can be used as a weapon 
are dual-use, meaning that they can be used for both 
civilian and military purposes. Similarly, many biological 
agents and toxins that could potentially be weaponised 
are accessible for both civilian and military research. 
Given their relative availability, it is highly unlikely that 
societies could ever completely eliminate vulnerability 
to these agents.⁵ The BWC does not have a verification 
mechanism for monitoring global sources of dangerous 
pathogens,⁶ but focuses its efforts instead on voluntary 
confidence-building measures. To date, the destruction 
of bioweapon stocks has been undertaken unilaterally 
by states rather than under the auspices of the BWC.
In spite of security and safety measures, loss and theft 
of radioactive materials remains a threat.⁷

Given the potential deadliness and costliness of even a 
single CBRN attack, and the relative ease with which 
malicious actors could obtain many of the materials 
and know-how required to build CBRN weapons, 
valuable insights can be gained by assessing the current 
global threat of use of these weapons in light of society’s 
resilience and vulnerabilities, and emerging technologies.

This report explores some of the key factors driving the 
global threat of CBRN attacks as an act of terrorism 
or sabotage, and presents a set of plausible but extreme 
scenarios for specific forms of attack. In order to assess 
the global threat of CBRN attacks, this report presents 
actual cases that have been detailed in open sources 
and the University of Maryland’s Global Terrorism 
Database.¹

The likelihood of CBRN use is defined according to 
the extent to which terrorist organisations and saboteur 
groups may be able to obtain these materials, as well 
as the financial costs of researching, producing, buying 
or sustaining these materials as weapons. The CBRN 
threat from terrorist and saboteur groups is bound to 
several factors: capabilities, intentions, incentives and 
disincentives for acquisition, and consequences and 
impact of use of unconventional means in an attack. 

This report does not cover the threat of CBRN weapons 
use among or between states, despite the fact that – at 
least in the case of nuclear weapons – such risks may be 
far greater.

b �As of 11 August 2015, Israel has signed but not ratified and the CWC. As of February 2015, Angola, Egypt, North Korea and South Sudan have 
neither signed nor ratified the CWC.

c �Angola, Egypt, North Korea and South Sudan neither signed nor ratified the BWC. Central African Republic, Côte d’Ivoire, Egypt, Haiti, Liberia, 
Nepal, Somalia, Syrian Arab Republic, and the United Republic of Tanzania have signed but not ratified the BWC.
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Chemical weapons
The Organisation for the Prohibition of Chemical 
Weapons (OPCW) defines chemical weapons as any 
toxic chemical or its precursor that can cause death, 
injury, temporary incapacitation or sensory irritation 
through its chemical action, and includes related 
munitions and delivery systems.8 Chemical agents are 
more broadly categorised according to their effects 
on the human body. Some of the most well-known 
categories are: nerve agents, such as sarin and VX; blood 
agents, such as hydrogen cyanide; blister agents, such 
as sulphur mustard and other mustard agents; choking 
agents, such as phosgene; and irritants, such as tear gas. 
Skin exposure to some agents may cause blistering, 
while other agents will cause lung damage if inhaled. 
Others will maim and kill in significant doses. Chlorine, 
mustard gas and sarin are among the most well-known 
and regularly used weaponised chemicals.9

Biological weapons
Biological weapons, also referred to as bioweapons, are 
deadly pathogens – bacteria, microorganisms or viruses 
– or toxins which can be deliberately released in order to 
inflict harm.¹⁰ Biological weapons can be disseminated 
through inhalation, ingestion or skin absorption. Unlike 
chemical agents, biological agents can be grown from a 
tiny initial supply.5 The suitability of different pathogens 
and toxins for use as bioweapons depends on the 
motivation of the user; some biological agents might be 
better suited to affecting large numbers of people, such as 
the highly contagious severe acute respiratory syndrome 
(SARS) virus, while others, such as Ebola, might be less 
contagious but more deadly for those they affect.

Radiological weapons
Radiological weapons disperse radioactive material 
using conventional methods, which may include an 
improvised explosive device. This is called a radiological 
dispersal device (RDD) – more commonly known as a 
‘dirty bomb’. While the majority of immediate fatalities 
in such an attack would be likely to be caused by the 
explosion itself rather than the levels of radiation, the 
exposure of people and the environment to radioactive 
contamination would cause massive disruption and have 
a severe psychological impact on those affected. Another 
radiological threat relates to the vulnerability of nuclear 
power plants to acts of sabotage or terrorist attacks.d

Nuclear weapons
Nuclear weapons rely on nuclear energy produced by 
either fission or a combination of fission and fusion of 
atomic nuclei. Nuclear weapons have not been detonated 
in armed conflict since 1945, and most concerns today 
tend to centre on states selling a nuclear weapon 
to terrorist organisations, or the security of highly 
radioactive nuclear material (uranium and plutonium) 
that could be stolen for use in an improvised nuclear 
device (IND).

What are chemical, biological, radiological and nuclear weapons?

d A nuclear military complex in Pakistan has suffered three separate attacks by militants, including suicide bombings.¹¹

C
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CBRN capabilities encompass factors relating to 
the accessibility of agents, substances and materials 
needed for CBRN weapons, and the ability to deploy 
and use these weapons effectively. Easy access to these 
resources increases the likelihood of threat. Industrial 
and agricultural toxic chemicals can be purchased 
relatively cheaply and easily in most parts of the world. 
Chlorine, for instance, has a multitude of industrial 
uses, and can be easier to acquire than other weapons.¹² 
Other materials and agents can be accessed on the black 
market, and increasingly on the so-called ‘dark web’.e

How real is the CBRN threat?

The impact of CBRN weapons can be enormous, 
involving not just the loss of human life but also 
considerable economic losses and longer-term 
psychological effects on the individuals and 
populations involved. As knowledge diffuses 
rapidly to different parts of the world through the 
globalisation of information and communications 
technology, a growing concern is that CBRN 
weapons could be used even more easily by 
terrorist organisations and saboteurs in the future. 
Increasing mobility of people has added to this 
complexity. The fact that CBRN weapons have 
been used in the past in almost all parts of the 
world is indicative of a real threat. States with 
scientists and engineers with practical knowledge 
of CBRN materials or states experiencing domestic 
or international turmoil are considered to pose 
the greatest security threat. In such conditions, 
hazardous materials could fall into the hands of 
terrorist groups or saboteurs for use in urban areas 
or near critical infrastructure, which could impair 
and impact global economy and security. 

There are three key strategic trends affecting the global 
threat of CBRN weapons use: potential perpetrators, 
technological and scientific capabilities, and dual- 
use materials.

Strategic trends in the CBRN threat

1.	 Potential Perpetrators 
Terrorist organisations, saboteur groups or lone 
actors could use CBRN weapons, and some 
evidence suggests that terrorist groups have 
the intention to acquire them. In September 
2006, the leader of al-Qaeda in Iraq released a 
statement inviting followers to gain knowledge of 
“unconventional bombs – especially the so-called 
germ or dirty variety”.¹⁵ There are also allegations 
that Islamic State (IS) has already used chemical 
weapons, including mustard gas, against civilians in 
Iraq and Syria.¹⁶,¹⁷ This presents a further challenge, 
in that so-called ‘foreign fighters’ f engaged in 
conflict zones may bring this type of knowledge 
and experience from the battlefield to the streets of 
North American and Western European capitals. 
UK Prime Minister David Cameron has already 
expressed concern that British-born fighters in 
Syria could return to the UK and carry out terrorist 
attacks.¹⁹ Experts applying quantitative analysis 
have found that organisations embedded in alliance 
structures and in authoritarian countries with 
strong links to a globalised world are more likely 
to seek to develop or acquire CBRN materials.²⁰

	 With regard to sabotage or lone actors, the 
possibility of ‘insiders’ using their position, expertise 
and knowledge of biological and chemical agents, or 
even of the security of nuclear facilities, should not 
be understated in a CBRN threat assessment. This 
is particularly highlighted in light of Able Seaman 
William McNeilly’s recent disclosures regarding 
the flaws in the safety and security systems in UK 
Trident submarines.²¹ The European Commission 
has acknowledged the lack of measures to mitigate 
the ‘insider’ threat, and proposed that efforts 
should be made to improve the security vetting 
of personnel by examining the best practices of 
background checks.²²

e In 2014, Kuntal Patel was convicted of purchasing abrin on the ‘dark web’ from a US-based dealer under section 1 of the UK Biological Weapons 
Act 1974.¹³ In July 2015, a man was convicted of attempting to purchase 500mg of ricin – a bio-toxin derived from castor beans – online from an 
undercover FBI agent posing as a retailer.¹⁴
f  
Foreign fighters are individuals who fight in conflicts outside their home country.¹⁸
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2	 Technological and scientific capabilities
	 Certain emerging technologies and scientific 

advances could also be a cause for concern 
in the context of CBRN threats. In light of 
state-sponsored cyber attacks against critical 
infrastructure – such as the Stuxnet virus, which 
targeted the Iranian Natanz nuclear research facility 
in 2010 g – it is apparent that cyber techniques with 
a capacity to sabotage or severely damage chemical 
or nuclear facilities are becoming more refined. 
As a result, the likelihood that vulnerabilities at 
sites such as these could be exploited has escalated. 
Increasingly sophisticated improvised delivery 
systems and modified weaponry could also increase 
the CBRN threat. Advances in scientific knowledge 
now mean that deadly viruses such as polio and 
Ebola can be synthesised using public databases 
and available technology.²⁴ Nanotechnology, 3D 
printing and robotics are other areas of concern. 
As NATO Deputy Assistant Secretary General 
for Emerging Security Challenges Jamie Shea 
highlights: “We could live in a future in which 
anyone could be targeted, anywhere, and at 
any time.” ²⁵

 3	 Dual-use materials
	 Dual-use agents and materials – those which can 

be used for civilian as well as military purposes –
represent a perennial challenge to those attempting 
to reduce the likelihood of or build resilience to 
CBRN attack. Until recently, it was legal in many 
Western countries to purchase and use certain 
pesticides containing chemicals that have a similar 
effect on humans to nerve agents. When procured 
in sufficiently large quantities, solvents used in 
ballpoint pen ink can be converted into mustard 
gas.²⁶ Many other potentially lethal chemicals 
can be purchased with relative ease online or 
from high street retailers. Legal, as opposed to 
illicit, acquisition of dual-use materials and agents 
could therefore be a catalyst in CBRN weapons 
procurement and use.

g Stuxnet is a state plotted computer virus that delayed a fifth of Iran’s nuclear centrifuges.
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There is arguably no such thing as a ‘low-impact’ CBRN 
attack. Even one which results in limited casualties and 
physical damage would arguably generate significant 
disruption through widespread fear and uncertainty. 
To introduce the threat attached to each weapon 
type, the matrix below provides a representation of 
the incentives for use (scale of achievable impact) and 
disincentives for use (degree of difficulty for a non-state 
group) for each weapon type. CBRN occupies the upper-

CBRN threat matrix

right quadrant of impact and difficulty when compared 
with conventional weapons used by non-state actors – 
principally firearms and explosives. The threat profile for 
each type of weapon is described in more detail in the 
following section.

Impact – Physical
damage, Disruption

Degree of difficulty
– Technical complexity, Hazard of use, Operational risk

CBRN
weapons

Conventional
weapons

High

High

High

Low

HighLow

B

B

C

Chemical
Weapons

Infectious
Biological
Weapons

Toxic
Biological
Weapons

Nuclear
Weapons

N

Radiological
Weapons

R
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The scale of impact that can be achieved through 
the use of CBRN weapons is likely to make them 
appealing to non-state actors seeking to achieve 
strategic effect. This has prompted experts to ask why 
there have been relatively few large- or even medium-
scale incidents of CBRN terrorism or sabotage in the 
20th and 21st centuries.

CBRN threats: capability and intent

1A
One of the most devastating and well-known 
chemical attacks committed by non-state actors 
occurred on 20 March 1995 in Tokyo, Japan, when 
members of the Aum Shinrikyo cult punctured 
plastic bags containing sarin with an umbrella 
on the city’s busy subway.27 The attack killed 12 

people and injured 3,800 others.28 From 1990 to 
1995, Aum Shinrikyo was also responsible for 
17 known attacks with chemical and biological 
weapons (including botulinum toxin and anthrax)29 
as it attempted assassinations and mass murder.30

This section examines why this may be the case, assessing 
the incentives and disincentives for CBRN weapons 
acquisition and use, and the factors affecting the 
probability of their use by terrorists or saboteurs.

Chemical weapons

1B31 

Nerve Agents
•	 Highly lethal and fast acting
•	 Pre- and post-countermeasures exist;  

post-countermeasures must be taken almost  
immediately upon exposure

•	 Challenging to synthesise outside equipped  
laboratories

Blister agents
•	 Less lethal unless mixed with systemic poisons such  

as an arsenic
•	 Symptoms may not develop immediately
•	 Only supportive and symptom treatment is possible

Choking agents
•	 Moderately lethal, highly dependent on concentration
•	 Some countermeasures available but in some cases  

treatment is just respiratory support
•	 Quite simple chemicals, often industrially available

Poisons
•	 Some chemicals with a relatively low toxicity threshold 

are publicly available, such as agricultural pesticides
•	 Generally require consumption or injection to be  

effective, therefore difficult to use to generate mass  
casualty effect

•	 Usually handled well by national poison centres

Riot control agents32

•	 Designed to incapacitate, but may cause death under 
certain circumstances

•	 Availability varies by country; sometimes carried as  
a personal security device

•	 Effects can be confused with those of more lethal  
chemicals

Chemical weapons were used or attempts were 
made to use them a recorded total of 217 times 
worldwide between 1970 and 2014.1 The frequency 
of chemical weapons use has varied throughout 
history, but global chemical weapons use by non-
state actors has been on the rise since 2012.1 

Even as the CWC halted chemical weapons 
programmes when it came into force in 1997, 
scientists and technicians from countries that 
have had chemical weapons programmes could 

potentially be hired, coerced or duped into lending 
their expertise to a terrorist organisation.33 Many 
chemical agents with a potential for weaponisation 
are currently produced at commercial facilities, 
and are therefore dual-use. Furthermore, although 
chemicals specified in the CWC are strictly 
monitored, many states possess the precursor 
agents. Open source information which details the 
process of weaponising deadly chemicals is also 
freely available online.

C
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Terrorist and saboteur threats
The heightened terrorist and saboteur threat in the world 
today arguably increases the likelihood of chemical 
weapons use by malicious actors. Countries experiencing 
political or social instability, and which possess chemical 
weapons programmes (such as Syria) or have in the 
past (such as Iraq), run the risk of hazardous precursor 
agents or chemical weapons themselves falling into the 
wrong hands.h There are a number of instances online 
of lone actors discussing easy ways to make chemical 
explosives using only over-the-counter chemicals, 
explaining in detail the processes to compose chemical 
agents and even make fertilisers at home.35 Additionally, 
an orchestrated explosion or act of sabotage at facilities 
producing toxic chemicals in large quantities could 
potentially cause significant damage to both human life 
and the environment. 

Probability of use
Chemical weapons, characterised as the ‘poor man’s 
atomic bomb’,36 are cheap and relatively easy to acquire. 
Around the world, chemical agents continue to be used 
on a regular basis in the form of acid attacks, which 
permanently disfigure or blind between 1,000 and 
1,500 people (predominantly women and children) 
each year.37,38 Extremists in the US have already been 
convicted of stockpiling deadly chemical agents.i

In terms of potential terrorist use, VX and other nerve 
agents are low-probability but high-impact agents, 
meaning that while there is difficulty in obtaining the 
chemicals, their use could potentially be catastrophic. 
Side effects depend on the level of toxicity of agents. 
Conversely, chlorine has a high probability of use but is 
considered a low-impact agent, meaning that although 
it is easy to obtain it is not as deadly as other agents. 
The duration and location of exposure is fundamental 
for examining impact. In Syria, although the use of 
chlorine as a chemical weapon has been confirmed, 
conventional explosives and improvised explosive devices 
such as barrel bombs have caused far more devastation. 
Nevertheless, the green smoke emitted by chlorine 
does have its own psychological impact and chemical 
weapons use helps to mobilise the international 
community into action.

(Dis)incentives for acquisition and use
Incentives to acquire or use chemical weapons rest on 
the motivation of the actors involved. One incentive 
for acquisition is that often only a small amount of a 
chemical agent is needed to inflict considerable harm. 
Some chemical agents, such as sarin or VX, are certainly 
highly lethal even in small concentrations when 
weaponised. Additionally, most agents do not have to 
be stored in the form of a weapon, and can therefore 
also be handled relatively safely. The relative benefit of 
using chemical weapons to cause massive disruption, as 
opposed to inflicting large numbers of casualties, could 
also provide an incentive to those wanting to commit 
economic disruption or create a climate of fear. 

Much depends on how and where chemical weapons are 
released: most chemical agents tend to diffuse rapidly in 
open areas, and their effectiveness therefore diminishes 
reasonably quickly after release. Gaseous chemical 
weapons are far more lethal if released into sealed 
enclosed spaces from which there is restricted 
or no escape, such as homes and schools.

Geographical locations
Recent incidents of non-state armed groups using 
chemical weapons, in addition to state use, indicate 
there is high risk of use in conflict-prone areas in the 
world, such as Syria and Iraq. Especially in light of 
the coordinated terrorist attacks carried out in Paris in 
November 2015, Europe is now considered vulnerable 
to terrorist attacks. Analysts have argued that there is a 
very real risk of IS using chemical weapons in Europe 
and beyond.40

h In February 2015, Indonesian police linked militants returning from Syria to a failed attempt at detonating a chlorine bomb in a Jakarta 
shopping centre.34
i In 2004, Texan authorities raided storage units rented by William Krar and Judith Bruey, and found –among white-supremacist literature, 
500,000 rounds of ammunition, and dozens of guns, bombs and silencers – almost 1kg of deadly chemicals (including a cyanide compound).39
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2A
Seven days after the attacks on the World Trade 
Center in September 2001, anonymous letters 
laced with deadly anthrax spores were sent to 
the offices of several news media companies and 
two Democratic US Senators. Over the following 
months, five people were killed and 17 others 

infected as a result of inhaling the pathogen. An 
investigation into the attack by the FBI spanned 
eight years, eventually identifying a lone army 
scientist as the likely perpetrator.41,42

Biological weapons

2B43 

Toxic biological weapons
•	 Potentially available in the environment but extraction 	
	 can be difficult
•	 May not be environmentally stable – may have low 		
	 persistency and be difficult to disseminate effectively
•	 Most effective when administered like a poison
•	 Toxicity varies by agent, but some are among the most 	
	 lethal substances
•	 Only supportive care is available in most cases

Examples: ricin, SEB (staphylococcal enterotoxin B), 
botulinum, trichothecene 

Infectious biological weapons
•	 Potentially available in the environment but selection, 	
	 culturing and weaponisation are challenging
•	 Difficult to control spread and ensure infectivity
•	 Infectivity and morbidity vary widely
•	 Some vaccines and treatments are available

Examples: E. Coli, monkeypox, brucellosis 

Most common example: anthrax44

•	 Low infectivity
•	 Can be spread by close contact (rare), or through 		
	 ingestion or injection (quite common)
•	 Can be encouraged to form a spore which makes it 		
	 very stable and suitable for dispersion and infection 
	 by inhalation
•	 Disease may take time to develop as the spore 		
	 remains dormant; exposed population may therefore 	
	 require extensive antibiotic treatment (90 days
	 or more)
•	 Vaccines and post-exposure treatments are available
•	 Untreated inhalational exposure is highly lethal

Countries without adequate health services are most 
vulnerable to the impacts of biological weapons due to 
the difficulty of administering effective treatments such 
as antibiotics early, and putting effective preventative 
measures such as vaccines into place. Depending on the 
resilience of the bio-agent, cleaning up an affected area 

can take more than a year and is likely to be extremely 
costly. Biosafety programmes, such as BSL-4 facilities, 
are also vulnerable to intrusion, and there is no formal 
verification and compliance system established within 
the BWC to prevent states selling bio-agents to 
terrorist groups.45

B
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Terrorist and saboteur threats 
During the Cold War, scientists in the Soviet Union and 
the US had converted at least eight extremely high-risk 
bio-agents into ‘military grade weapons’ as part of their 
former bioweapons programmes. Many of the scientists 
and researchers previously employed in these military 
labs could be coerced, duped or convinced to use their 
expertise to develop a bioweapon to be used in an act 
of terrorism or sabotage, or could do so as part of a lone 
actor attack.j 

Terrorist groups have previously shown interest in 
acquiring biological weapons. For instance, al-Qaeda 
has attempted to recruit members holding PhDs in 
biological fields possibly in order to achieve this goal. 
In the late 1990s, one such recruit wrote to Ayman 
al-Zawahiri – now the group’s leader – about a visit he 
had made to a biosafety level 3 (BSL-3) laboratory in the 
UK, demonstrating in the letter an eagerness to obtain 
pathogens and anthrax vaccines on behalf of al-Qaeda.47 

Probability of use 
The relative ease with which biological weapons can 
be acquired and disseminated, as well as the resilience 
of specific pathogens to medical treatments (including 
vaccines), and ultimately the capacity of these pathogens 
to cause widespread death and disruption, are all factors 
which determine the probability of biological weapons 
use. Multiple pathways exist for those attempting 
to acquire pathogens that can be used as biological 
weapons, such as theft from laboratories and culture 
banks, and even natural sources. Identification of these 
sources is also becoming easier, as locations of both 
outbreaks and laboratory sources for pathogens are 
freely available on the internet.48

(Dis)incentives for acquisition and use
As with chemical weapons, terrorists or saboteurs could 
be drawn to use bioweapons because of their potential 
to cause mass disruption and anxiety, as well as their 
more distinctive ‘shock effect’.35 Bioweapons use could 
be made to resemble natural pandemics49 or – as part of 
a coordinated attack – be used to engineer a global crisis. 
Developing a small-scale bioweapon facility could be 
achieved at relatively low cost; one estimate has placed 
this cost at between $10,000 and $100,000.50 Even a 
small-scale facility could allow large-scale production.51
 
Most biological agents have an incubation period, which 
allows perpetrators to conduct simultaneous deliberate 
attacks without alarming officials. It is also difficult to 
differentiate between naturally occurring pandemics and 
those resulting from biological weapons use. This could 
provide an incentive for non-terrorist actors and lone 

actors, unconcerned with political goals or notoriety, to 
use certain biological weapons as a way of committing 
mass murder or inflicting considerable economic damage 
while reducing the chance of being caught. 

Nevertheless, there are numerous disincentives for the 
acquisition and use of biological weapons. Unless they 
are able to source biological agents from high-security 
research facilities, saboteurs or terrorist groups would 
require a scientist or at least an expert with the scientific 
knowledge and laboratory access necessary to create a 
virus or bacteria that could be successfully weaponised. 
Finding an effective means of dissemination could also 
be problematic. 

Most biological agents cannot survive at extreme 
temperatures or levels of humidity, and the 
decontamination process is straightforward in many 
cases.k Even if the difficult task of cultivating resilient 
deadly pathogens is overcome, producing them in a 
manner so as to harm large numbers of people would 
be technically more difficult.10 Biological agents are 
indiscriminate, and cannot be easily contained once 
released. Terrorists who intend to maim or kill in order 
to achieve specific political goals are unlikely to use 
these weapons due to the difficulty of deploying them 
against specific targets without putting themselves at 
risk. While there is a possibility that pathogens could 
be synthesised in order to target only specific people 
– based on chromosomal gender, for example – the 
technical capacity to do so in the foreseeable future is 
very low, especially outside advanced laboratories under 
government control. 

Geographical locations
Distinguishing between a biological weapon attack 
and a naturally occurring pandemic could be difficult 
unless it is established early on that the pathogen is 
alien to the outbreak location. Tropical virus outbreaks 
in a moderate climate, for instance, would likely be 
more straightforward to identify, whereas a carefully 
timed flu pandemic – adhering to established pandemic 
cycles – could go undetected for a considerable time. 
The geography of an outbreak is therefore crucial for 
identifying deliberate use.

Laboratories with a biological safety level of 4 (BSL-
4) that deal with exotic and dangerous agents (such as 
Ebola, Marburg and others) exist in over 20 countries.52 
These facilities are used predominantly for researching 
virus species, tracing transmission routes and developing 
vaccines.53 It is feasible that such laboratories in 
countries experiencing upheaval could change their focus 
to weaponisation in a short time frame.

j The FBI suspected that the 2001 anthrax attacks in the US (see box 2A) were perpetrated by a senior researcher at the United States Army Medical 
Research Institute of Infectious Diseases (USAMRIID).46
k One exception to all is anthrax.
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3A
In April 2015, a truck carrying a container of 
iridium-192 – a highly radioactive material used 
in industrial radiography – was stolen in Tabasco, 
Mexico (although subsequently found).54 Only one 
month earlier, 22 canisters of cobalt-60 – a chemical 
capable of causing burns and death in large enough 

quantities – each weighing between 45kg and 
70kg were stolen from a warehouse in Poland 
and remain missing.55

Radiological weapons

3B56 

•	 Some isotopes are accessible but are generally 		
	 controlled
•	 Difficult to cause death without high exposure
	 or ingestion
•	 Can injure through either external or internal 		
	 irradiation of subject
•	 Non-lethal exposure may increase lifetime risk 
	 of cancer

•	 Some treatments to handle systemic poisoning and 	
	 speed up biological half-life are available

Examples: radiological dispersal device; inhalation, 
ingestion and exposure attacks

One tangible source of risk today relates to the theft or 
illicit trafficking of radioactive materials and substances. 
From 1993 to 2013, the International Atomic Energy 
Agency’s (IAEA) Incident and Trafficking Database 
(ITDB) documents that a total of 2,477 incidents 
– illicit trafficking and other unauthorised activities 

and events involving nuclear and radioactive materials 
outside regulatory control – were reported to it.⁵⁷ Sixteen 
of these activities involved radioactive materials: highly 
enriched uranium (HEU) or plutonium. 

R
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Terrorist and saboteur threats
Terrorist groups have shown interest in radiological 
materials. Former al-Qaeda operative Jamal Ahmed 
al-Fadl claimed during his 2001 trial for the 1998 
bombings of US embassies in Nairobi, Kenya, and Dar 
es Salaam, Tanzania, that the group tasked him with 
purchasing uranium from a contact in Sudan, in 1993, 
for the sum of $1.5m.58 

Probability of use
Many potentially dangerous radioactive materials are 
dual-use and as such may not have adequate safety and 
security measures in place to protect them from theft 
or accidental loss. These radioactive materials are used 
both for civilian purposes – notably in hospitals, such as 
radiotherapy and radiography units – and in industry, 
such as oil exploration.56 As such, there is a range of 
sources from which terrorist groups could acquire 
radioactive material due to inadequate safety and security 
measures. Caesium chloride, for instance, is used in 
hospitals but contains caesium-137, a radioactive isotope 
of caesium, and is potentially dangerous. High-risk 
radiation sources such as cobalt-60 or iridium-192 are 
also used for medical purposes. 

From 1993 to 2008, more than 1,500 incidents of 
unauthorised activities, events, thefts or losses were 
reported to the IAEA; 65% of the losses were never 
recovered.59 Another area of concern is theft through 
commercial use of radioactive materials, especially 
in private industries. Radioactive substances have 
high disposal costs for industries; commercial users 
may choose to dump radioactive materials instead of 
safely and securely disposing of them, thus potentially 
increasing the likelihood of theft. This also highlights 
that radiological materials are relatively accessible and 
that there are limits to the safety and security measures 
currently in place in various countries. 

Using materials such as these in an RDD would require 
limited technical or scientific expertise. Identifying and 
securing possible theft pathways is an important step 
towards minimising the risks associated with radioactive 
materials, and in this context the US Nuclear Regulatory 
Commission (USNRC) is seeking to replace higher-risk 
materials with lower-risk ones.60,61

(Dis)incentives for acquisition and use
The clearest incentive for groups or individuals to 
procure radioactive materials for use as a weapon is 
that they are relatively easy to obtain from hospitals, 

industrial sources, environmental waste and research 
facilities. Terrorist groups could be tempted to use an 
RDD because of the relative ease with which necessary 
materials can be acquired. In addition, saboteurs could 
find the prospect of causing a very costly and time-
consuming decontamination process appealing.

Radiological substances are also relatively easy to use, as 
weapons can be detonated using conventional explosives 
such as TNT, and can be placed at strategic points in 
a heavily populated city to ensure maximum exposure. 
Depending on the method of dispersal and conditions, 
including wind direction, these substances can remain 
hazardous for long periods of time and can cause 
significant anxiety as well as economic and political 
disruption. In this regard, the disruptive capacity of 
radioactive substances combined with their potential 
long-term health impacts can outweigh their immediate 
impact on human life. 

Safety comprises a key disincentive for acquiring 
radioactive materials for use as a weapon – merely 
handling these materials safely before use in an RDD 
would be a challenge in itself. Depending on the material 
used, radiation type (if they are beta or gamma emitters), 
proximity to the material and length of exposure, these 
materials and substances could severely affect the health 
of those handling them, causing radiation sickness and 
even death.62 

Geographical locations
There are examples of radioactive materials being 
smuggled into countries with high levels of corruption 
and prone to ethnic or regional conflict, such as Georgia 
and Moldova among many others (see box 4A). 
Porous borders and a lack of effective border control 
mechanisms increase the risk of radioactive materials 
being smuggled and for use in the future. A valuable 
preventive measure would therefore be to ensure 
transparency and information sharing among states, 
civil society organisations and research centres.63 It is 
also possible that states do not always report incidents 
of theft and detection due to concerns about alarming 
the public. 
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4A
In March 2010, two Armenians – a businessman 
and a physicist – pleaded guilty to smuggling HEU 
into Georgia by train, hiding the material in a lead-
lined package.64 In 2011, six people were arrested 
in Moldova for smuggling a stash of uranium-235 

worth £18m into the country from Russia, with 
the intention of selling the uranium to a North 
African country.65

Nuclear weapons

4B66 

•	 Effective production for a non-state actor 		
	 extremely difficult
•	 State weapons generally under secure guard
•	 Capable of causing significant injury and
	 death, with an extreme and enduring public 		
	 health impact
•	 Wide area of impact, with blast, thermal and 		
	 radiation injuries; fallout may extend for many 		
	 tens of kilometres

There are currently just under 16,000 nuclear warheads 
worldwide – this figure includes those deployed, 
stockpiled and retired.67,68 Between the US and Russia, 
thousands of strategic weapons are on high-alert status.

N
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Terrorist and saboteur threats
While it would arguably be extremely difficult for 
terrorists or saboteurs to acquire and successfully launch 
a nuclear weapon, a low-probability, high-impact event 
cannot be completely ruled out. Terrorists would also 
require the necessary hands-on practical information 
from knowledgeable nuclear technicians and perhaps 
even weapon scientists.69 Non-state actors could perhaps 
obtain a nuclear warhead through theft or through 
bargaining with a state willing to sell a weapon. Unstable 
and impoverished states that are not bound by the Treaty 
on the Non-Proliferation of Nuclear Weapons (NPT) 
regulations could pose higher risks for the latter category 
of acquisition. 

Probability of use
Terrorists or saboteurs would require either a fully 
fabricated nuclear warhead or weapons-grade HEU and 
a fabricated improvised device to conduct a successful 
attack. A gun-type weapon of this sort is possible but 
technically very difficult to make. There have already 
been numerous documented cases of HEU and other 
highly radioactive material appearing on the black 
market.70 For a nuclear explosion, however, uranium 
needs to be enriched to 80% or more. While it is 
unlikely that terrorist groups would get access to both 
the radioactive materials and the delivery mechanisms 
required for such an attack, it is not impossible. Another 
material used in nuclear weapons is plutonium. While 
all plutonium is explosive, whatever the isotope mix, 
plutonium cannot be used in simple gun-type design.l 
It is therefore considered very unlikely that it could be 
fabricated for use in an IND. 

Possible acquisition pathways for terrorist groups to 
acquire nuclear materials or ‘loose nukes’ include theft 
from facilities, ‘gifts’ from states with shared ideological 
principles, or – as is most likely – from states willing to 
offer the materials for financial gain.

(Dis)incentives for acquisition and use
One clear incentive is that nuclear weapons are capable 
of causing significant damage to human life, the 
economy, the environment and society in a way that no 
other type of weapon can. The effect of nuclear weapons 
use would be expected to be far more disastrous than 
the conceivable effects of chemical, biological or 
radiological attacks. 

There are, however, substantial practical barriers to using 
nuclear weapons. For instance, if a terrorist group were 
to obtain uranium, it would have to be at weapons-grade 
level. Unless they had enrichment capabilities to hand, 
low enriched uranium (LEU) and lower 20–80% HEU 
would be only useful as a ‘dirty bomb’. In addition, the 
terrorist group would need to secure a means of making a 
bomb and delivering the explosive effectively. This would 
likely require scientific and engineering expertise and 
facilities that cannot be readily sourced, although it is not 
entirely impossible.

Acquisition from state sponsors also has its difficulties. 
Regardless of ideological sympathies, the few states 
that possess nuclear weapons – nine at present – may 
be unwilling to sell or give these weapons to a terrorist 
group due to the relative ease with which the attack 
could be traced back to them.m 

Geographical locations
Some of the countries possessing HEU are in regions 
experiencing conflict, including countries such as Iran, 
Syria and Nigeria, among others.72 Unstable states not 
party to the NPT could potentially sell or give some 
of their nuclear material or knowledge of constructing 
INDs to terrorist organisations.

l The rate of spontaneous fission for plutonium exceeds the assembly time for a gun-type bomb to reach critical mass. Thus, a plutonium bomb built in 
this manner would not be able to reach critical mass before a stray neutron from spontaneous fission prematurely ignited the plutonium.71
mRussia, US, France, China, Pakistan, UK, India, Israel and North Korea.67
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Given the difficulties in using certain CBRN weapons, 
emerging technologies could be harnessed by terrorist 
groups seeking to develop CBRN weapons that are 
cheaper, more powerful and easier to use. At the 
same time, efforts are already being made to use these 
technologies to mitigate the use or effectiveness of 
CBRN weapons, and there are further opportunities to 
explore the potential benefits of these developments. 
These technologies can, for example, help in clean-up 
and detection, or simply in preserving the health and 
well-being of first responders. Similarly, technologies 
that can assist local law enforcement in identifying 
the nature of an attack and the kinds of chemical 
or biological agents used, for example, could make 
responding to an attack easier. In the process, these 
technologies could decrease the destructive and 
disruptive capacity of CBRN weapons, thus increasing 
disincentives for their use. 

Nanotechnology 
Nanotechnology refers to the creation and/or 
manipulation of materials at the nanometre (nm) 
scale,73 with one nanometre measuring approximately 
one billionth of a metre.74 Although this technology 
is relatively new, there have already been some 
breakthroughs in developing and improving new 
techniques in order to detect and mitigate the use of 
biological or chemical weapons. Decontamination of 
chemical agents, for instance, requires large volumes 
of water, and can produce waste which is harmful 
to both people and the environment.75 By contrast, 
nanotechnology could be used in decontamination 
process even at room temperature, avoiding the need for 
thermal destruction, and could potentially be utilised to 
eliminate noxious vapours.76 Developing better sensors 
for detecting the dispersal pattern of a chemical attack as 
it unfolds77 or for decontamination efforts78 could also 
present further opportunities to use nanotechnology to 
mitigate the effects of CBRN use.

Despite this technology being used for good, 
nanotechnology nevertheless presents certain longer-
term risks. The technology could potentially be used 
to aid the dispersal and delivery process, or to conceal 
deadly pathogens. ‘Proto-nano-weapons’, such as 
dense inert metal explosives (DIME), have already 
been designed to make explosives less indiscriminate 
and more dangerous, miniaturising shrapnel to such 
an extent that medical professionals find it extremely 
difficult to treat the wounded.79

Synthetic biology and chemicals
Almost all states have the capacity to produce biological 
toxins that can be used as weapons.80,81 The development 
of synthetic biological toxins, and the diffusion of 
knowledge and technology which would support their 

development, pose their own associated risks and 
opportunities.

Many types of pathogen, particularly those that thrive 
in tropical climates, can survive and propagate only 
in specific environments or conditions. Furthermore, 
the effects of many biological weapons can be difficult 
to contain once disseminated, and this could dissuade 
politically motivated terrorists from using them. Certain 
pathogens could in the future be modified so that they 
are able to thrive in new environments, or become more 
aggressive, selective or difficult to diagnose and treat.82 
There is a risk that information on the chemical synthesis 
of viruses such as polio could fall into the wrong hands,83 
and would-be attackers could use this information to 
tailor pathogens to their specific interests. 

The dissemination of information on synthetic biology 
does theoretically make it easier for would-be terrorists 
to develop their own biological weapons, or even make 
existing pathogens deadlier through increasing their 
resistance to medical treatment. Nevertheless, the 
assumption that this trend will lead to more people 
without specialist training developing their own weapons 
in the short to medium term is considered unfounded at 
this time.84,85

Certain trends also highlight a growing capacity 
for the use of synthetic biology and chemicals for 
CBRN threat mitigation. Researchers are in the 
process of developing compounds capable of quickly 
neutralising the effects of some chemical agents used as 
weapons.86 The development of new vaccinations and 
inoculations against deadly pathogens also remains a 
high government priority for countries including the 
UK;87 these could be gradually rolled out at a national 
level in order to protect large populations, or targeted 
at those working in agencies that would be involved 
in first response, such as the military, police and fire 
departments, or health services. There are potential 
difficulties here, however. Between 2003 and 2008, the 
UK Armed Forces offered a vaccination against anthrax 
to its personnel deployed in Iraq. Among 5,302 of these 
personnel, 28% refused the vaccine for reasons ranging 
from concerns about it being voluntary, concerns about 
side effects and insufficient information about the 
vaccine, to the influence of colleagues and even fear of 
needles.88 In this regard, if vaccination programmes 
were to be used effectively they would have to be 
made mandatory, or there would need to be improved 
information campaigns accompanying them. A 
mandatory programme of this kind could have negative 
psychological consequences, creating a climate of fear 
by implying that risks of negative side effects are worth 
taking due to the imminence of a biological attack.

Emerging technologies: threats and opportunities
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Cyber technology
Research is already being conducted on the 
vulnerabilities of civil nuclear critical infrastructure 
to cyber attacks and attacks using drones.89,90 Critical 
infrastructure related to chemical production could be 
just as vulnerable, such that attackers could potentially 
turn a chemical plant into a weapon of mass destruction. 

The threat of cyber attacks targeting chemical or nuclear 
facilities is an everyday reality.91,92 Given that chemical 
plants are now largely controlled using networked 
computers, it is possible in some countries that cyber 
attacks similar to Stuxnet targeting chemical plants 
by states or non-state actors could cause critical systems 
failure.93 By hacking into the computer networks, an 
adversary could reprogram an industrial control system 
so that it commands the equipment to operate at unsafe 
speeds or the valves to open when they should 
remain closed.94

Drone technology
Information-gathering technologies could be used in 
the future to improve resilience through assisting first 
response efforts. Miniature unmanned aerial vehicles 
(UAVs) kitted with gamma probes and chemical 
sensors have now been specifically developed for use 
in counter-CBRN missions.95 The use of swarms 
of drones in decontamination efforts could also be 
possible in the future as advances are made in UAV 
technology and in nanotechnology.96 Indeed, UAV 
technology as demonstrated in natural disaster response 
efforts – together with the intelligence, surveillance 
and reconnaissance functions of UAVs97 and other 
robotic technologies – opens up important avenues for 
identifying chemicals from a safe distance.98 

On the other side of the spectrum, the recent flying of 
a drone with small traces of radiation into the office of 
Japanese Prime Minister Shinzo Abe99 raises concerns 
that drones, even in their present form, could potentially 
be used in an assassination attempt or terrorist attack. 

New detection technologies
The majority of casualties involved in a radiological 
attack would result from the blast rather than the 
radioactive material itself.100 Despite this, most of the 
damage caused by the attack would be expected to 
result from the dispersal of radioactive material, which 
could make the affected area uninhabitable and create 
a sense of terror. Due to the nature of radiological 
weapons, many technologies being pursued today 
concern prevention rather than response. The Defense 
Threat Reduction Agency at the Pentagon has recently 
enlisted a technology company to develop new detection 
techniques that are more efficient and cost-effective than 

those currently available.101,102 A more reliable system 
capable of detecting fissile materials with fewer false 
alarms was made available on the market at the end of 
2014.103 It was also reported in 2012 that, after research 
and testing at the Atomic Weapons Establishment,104 
the UK would be introducing systems capable of 
detecting ‘disguised’ or ‘hidden’ nuclear materials at air- 
and seaports, which would make it more difficult for 
individuals to smuggle material into the country.

3D printing
As with other developing technologies, the emergence 
of 3D printing technology brings dangers as well 
as opportunities to the area of CBRN weapons. 3D 
printing could be used in the future to help produce 
the more complex and reliable explosives and 
detonators needed for an RDD. As digital files can 
be transferred discreetly via email or flash drives, such 
digital manufacturing technologies could also make it 
much harder to detect the transfer of weapons systems. 
Furthermore, users would not require sophisticated 
technical expertise to manufacture this equipment; 
instead, they would potentially only need blueprints and 
the 3D printing equipment itself. 

On a wider scale, states could exploit this technology 
in order to conduct arms sales more discreetly and 
engage with non-state actors without physical evidence. 
However, the cost of these blueprints would likely be 
expensive, and the risk that they could be caught and 
sanctioned could deter states from enabling terrorists to 
use this technology.

Similar to the opportunities provided with other cyber 
technology, 3D printing could potentially provide 
solutions for some of the complexities associated with 
the decontamination process. In the future, unmanned 
ground vehicles (UGVs) could be produced at a 
lower cost than at present and with a greater capacity 
for customisation based on specific challenges.105 
UGVs could ultimately make the task of CBRN 
decontamination easier and reduce the number of 
emergency personnel exposed to hazardous material. 
Forensic investigators could use the technology to trace 
explosives and ultimately identify the origin of such 
devices; the FBI has stated its intentions to use it for 
this purpose.106
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In addition to harnessing emerging technologies, 
there are several other ways in which governments and 
industries can increase resilience to CBRN attacks. An 
efficient first response unit can be integral to resilience; 
the remit of such a unit could include vaccination of the 
public, as well as access to stocks of medication in the 
event of an incident. Another component of resilience 
lies in organisational and institutional responsibility to 
observe the expiration date of prophylaxes. Furthermore, 
rapid identification of a CBRN agent or material could 
be expected to improve with the training of national 
and regional units on CBRN threats. Such training, 
especially if conducted through an international 
organisation, could enhance both national and regional 
capacity to respond to the CBRN threat by heightening 
awareness of and experience in identification, mitigation 
and containment procedures. Other resilience areas 
are a direct outcome of new technologies, and could be 
effective in their own right.

Increasing security
Strengthening export controls on dual-use materials 
at borders and ports, decreasing critical infrastructure 
vulnerability, and coordination and information 
sharing at regional and international levels through 
national CBRN teams could help to build a holistic 
resilience approach. Moreover, given that the potential 
consequences of a cyber attack on high-risk chemical 
facilities are so great, increasing cyber security at 
such facilities is a clear area in which resilience could 
be improved. For instance, a 2011 report for the US 
Department of Homeland Security warned against the 
move in industrial control systems from proprietary to 
open platforms, the latter being much more vulnerable to 
cyber attack.107 Vulnerabilities such as these, which bring 
with them the danger that large quantities of deadly 
chemicals could be stolen, released, or even detonated 
as an act of sabotage or terrorism, support the argument 
that control systems in chemical facilities should be 
resilient to cyber attacks. 

Ensuring laboratory security, safety and safeguards, 
and psychological evaluations
There are already safety and security measures in place 
globally which contribute to preventing accidental or 
intentional leaks of deadly pathogens from laboratories, 
but questions remain over how stringently they are 
adhered to and how to strengthen them. Previous 
incidents indicate that outbreaks of viruses from these 
laboratories can and do happen.o From 2009 to 2014, 

more than 100 accidents and ‘near-misses’ at high-
security laboratories were reported to safety regulators 
in the UK.109 Incidents of live anthrax being mistakenly 
sent between laboratories in both the UK and US 110 
also highlight that accidents still happen, and can have 
potentially fatal consequences. A verification system, at 
least in BSL-4 laboratories, could diminish the risk of 
terrorist acquisition of biological agents.111

With these risks also comes the possibility of deliberate 
acts of sabotage or terrorism. A lone actor terrorist 
or even a disgruntled employee could, having worked 
inside a BSL-4 laboratory and having become 
acquainted with safety and security procedures, exploit 
existing vulnerabilities in order to smuggle out deadly 
pathogens. In the US, beyond standard measures 
related to personnel management and access control, 
there are no reasonable or tested and proven technical 
solutions available to protect biological materials 
from insider theft or inappropriate use.112 Capacity-
building measures, such as the ability to deploy 
mobile CBRN analytical laboratories in high-risk 
geographies such as Africa, could mitigate the risk 
in cases of a deliberate outbreak. 

Introducing alternatives to radioactive material
Given the continued risk that radioactive materials 
stolen from non-military locations with low levels of 
security (such as hospitals) could be used in a ‘dirty 
bomb’, replacing these materials with non-radioactive 
alternatives could decrease these risks as well as 
safeguarding the materials at their root source. Experts 
have suggested that caesium chloride, used in blood 
irradiation, is especially susceptible to theft by terrorists 
as it is easy to handle, and recommend that hospitals be 
given incentives to phase in alternatives.61 

Nevertheless, some health suppliers and providers in 
the US have rejected such proposals because of their 
concerns about the reliability of alternatives and the high 
financial costs of introducing them.113 Similar obstacles 
could be encountered if phasing in such a programme 
in the UK.

Risk management and resilience

o Four outbreaks of SARS in China were associated with laboratories between July 2003 and June 2004 following the epidemic which had 
taken the lives of 800 people.108
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CBRN weapons use scenarios 

Chemical: explosion of sodium 
cyanide containers in a port 

The following scenario involves the use of chemical 
agents detonated using conventional explosives. 
The explosion causes enormous environmental 
damage and economic loss. Sodium cyanide is a 
dual-use substance used in the gold mining industry, 
and is highly toxic. As a weapon, sodium cyanide 
can cause harm through inhalation, ingestion 
or contact with the skin. It can be diffused as 
a powder, solid or vapour. When used in large 
quantities, it can cause severe injury and death. 

On a weekday in late summer, a marine transport 
worker affiliated to a well-funded terrorist organisation 
successfully detonates explosives at a very busy port, close 
to shipping containers containing 10 tonnes of sodium 
cyanide awaiting distribution for use in gold mining. 

The explosion and subsequent fire damages two vessels 
in the area, one of which is a crude oil tanker. There is 
an oil leak from the tanker and the port is shut down for 
operation. A number of ships designated to arrive in the 
port are ordered to stay at their locations at sea until further 
notice. These delays cause a significant loss of domestic 
revenue, particularly as the port is an oil export hub. 

More than 30 people are killed and hundreds of others are 
injured by the explosions. Fire fighters struggle to control 
the oil fires. As professional units rush to clean up the 
site following the attack, toxic hydrogen cyanide gas is 
released in the air. The cause of this release is uncertain. 
The death toll increases in the affected area, mainly among 
professional units, since hydrogen cyanide has high 
toxicity and kills if a sufficient dose is inhaled. 

Within an hour of the explosion, local hospitals are full 
to capacity with people reporting headaches, difficulty 
breathing, burns to the skin and nausea. In most cases, 
doctors cannot confirm exposure to cyanides quickly. 

Nevertheless, many people remain highly anxious that 
they may have been exposed and become convinced 
that they have been misdiagnosed. Emergency rooms are 
overwhelmed as more and more people come to hospitals 
in fear. As medical staff struggle to cope, many patients 
with genuine exposure rapidly begin to deteriorate.

Efficient and rapid triage following a chemical attack is not 
established in the country. First responder units are neither 
trained nor prepared for a disaster of this scale. Likewise, 
hospitals lack a cyanide antidote kit and are unable to 
manage this incident. The evacuation of the port city does 
not take place until the day after the incident; people up to 
5km downwind of the port are exposed overnight due to 
the lack of sufficient protection. 

Within the next few days, national CBRN units enter the 
site to dispose of the dangerous chemical. The global 
company shipping the sodium cyanide has decided to 
halt future shipments due to domestic pressure after it 
becomes clear that it has not fulfilled safety and security 
standards and measures. This has a serious impact on 
the company’s annual revenue. Other companies in the 
exclusion zone are forced to suspend operations, creating 
widespread job insecurity. The disruption in exports 
pushes up the cost of oil globally as the delays are felt as 
shortages. Clean-up of the port and surrounding areas and 
insurance and subsequent reinsurance losses come at a 
substantial total cost.

Following the explosion, high levels of pollution remain at 
sandy beaches surrounding the port for several months, 
incurring costs to the tourism industry through loss of 
business. Large quantities of corals, marine species, birds 
and mammals perish; some populations do not recover 
for several years, resulting in significant financial losses for 
regional fishing and marine-culture businesses.

The following scenarios have been developed for 
Lloyd’s by Chatham House to capture possible ways 
in which CBRN weapons could be used by non-state 
actors to inflict damage and cause disruption. The 
events described are considered plausible, and are of 
a type and scale that could have significant impacts 

on the global (re)insurance market, in addition to 
wider societal, economic and political consequences. 
As such, Lloyd’s considers these scenarios to be 
representative of the sort of events that insurers may 
want to consider their exposure to.

Scenario 1C
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Biological: ricin poisoning at a 
music festival 

The following scenario relates to the use of ricin 
at a music festival. Ricin is derived from the castor 
bean, which is easily and cheaply purchased in 
large quantities. It can also be produced using the 
waste material generated in the processing of 
castor beans114 – one million tonnes of which are 
generated every year.115 Ricin works by preventing 
cells from producing protein, causing them to die. 
Those who manage to live for five days after first 
ingesting the ricin poison have a high likelihood 
of surviving. It was famously used in the 1978 
assassination of the Bulgarian dissident Georgi 
Markov in London116 and has been experimented 
with in various national bioweapon programmes. 

At a two-day music festival attended by 25,000 people – 
mostly 18- to 35-year-olds – three separate food vendors 
serve food and drinks that have previously been laced with 
high concentrations of ricin. A total of 1,000 people eat and 
drink at these vendors’ stalls by the end of the first day of 
the festival. 

Many of these people begin to experience stomach 
cramping and vomiting within 12 hours of ingesting the 
poisoned food and drink, but misdiagnose their symptoms 
as those of gastroenteritis or a hangover. As these 
individuals consumed food and drink at different stalls, 
there are no immediate suspicions surrounding a particular 
vendor, food or drink.

Between 12 to 24 hours after ingesting ricin, symptoms 
worsen and are combined with dehydration and diarrhoea, 
but most of those affected still believe that they are 
suffering from acute gastroenteritis and, in any case, travel 
home as the festival ends.

Two days after ingesting ricin, it becomes clear that 
hundreds have been poisoned either deliberately or 
accidently. Symptoms intensify as victims begin excreting 
blood in their urine and suffer hallucinations. Hospitals can 
only offer palliative care as there is no known antidote to 
ricin poisoning. 

Hundreds of deaths are reported across the country on 
the second and third days, and autopsies are carried out 
to ascertain the cause of death. It is found that most have 

died of organ failure caused by ingesting ricin, and there 
is already speculation in the media that these deaths 
have been caused by deliberate poisoning. The media 
begin to link these cases to similar incidents in three 
further countries. 

By 72 hours after first ingestion, 680 people have died 
and many others are in a critical condition, making this 
incident – the use of a biological agent as sabotage – the 
deadliest of its kind in the country’s history. The vast scale 
of the incident becomes more apparent as a terrorist group 
claims responsibility for not only this attack but also three 
more in other countries, all in the same continent, which 
have additionally taken the lives of over 1,000 people and 
left hundreds of others critically ill. The terrorist group 
pledges to commit similar attacks in the future. 

Police authorities make a number of arrests related to 
the incident, and begin coordinating their efforts with 
their counterparts in the three other countries affected. 
The government eventually makes a formal statement. 
However, people have already become panicked across 
the globe, concerned that government authorities are 
not divulging enough information about the extent of the 
incident or the risk of further attacks. Across the continent 
in the weeks that follow the poisoning, thousands of people 
begin to misdiagnose normal symptoms of gastroenteritis 
as the onset of poisoning, which places an increased 
burden on different national health systems. Many others 
begin stockpiling pre-packaged dried or canned goods and 
avoid eating anything prepared by others or susceptible 
to being poisoned. Panic ensues in the other affected 
countries as similar anxieties force people to present 
themselves at hospitals and clinics, worried that they have 
been poisoned.

In response, the government orders that increased 
security measures be taken at major catering firms across 
the country – measures that will come at a cost to the 
country’s economy through lost revenues and disruption 
over the course of at least six weeks.

Scenario 2B
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Radiological: detonation of an RDD 
in a busy city centre

The following scenario considers the potential 
impact of an RDD being detonated in a busy city 
centre. The device featured in the scenario uses 
two radioactive substances: strontium-90 and 
caesium-137. Strontium-90 has a half-life of 29.1 
years and is used in medical and agricultural 
research. Large amounts of strontium-90 were 
released as a result of the 1986 Chernobyl disaster. 
As a beta emitter, strontium-90 is primarily 
deposited in the bone and can in the long term lead 
to various forms of cancer. If it contaminates hard 
surfaces such as concrete, it can require abrasive 
treatment to be effectively removed.118 It can be 
found in nuclear power plants, spent fuel and, it is 
speculated, in generators found in former-Soviet 
countries.119,120 Caesium-137, a gamma emitter, has 
a half-life of 30 years121 and is used for drilling and 
other industrial purposes. As a result of the 1987 
Goiânia disaster, 249 people were contaminated 
with caesium-137, yet 112,000 people presented 
themselves at hospitals and clinics concerned with 
symptoms and had to be monitored.117

At 08.45, at the peak of rush-hour on a bright summer 
day, two truck bombs go off in the financial centre of a 
major capital city outside two different subway stations. 
The explosions kill 25 people instantly and injure dozens 
of others, some critically. Members of the public and first 
responders in the immediate area attempt to help those 
requiring urgent medical attention. As soon as police, 
fire and health services arrive at the scene, they begin 
cordoning off the blast locations and transporting the 
injured as per existing standard operating procedures 
governing the response to explosions. 

By 10.00, the government is informed of the presence 
of high levels of strontium-90 and caesium-137 at both 
locations emanating from the explosion sites. These were 

picked up by detectors deployed for research purposes by 
the country’s department of energy. After being informed 
of this, first responders immediately leave the vicinity of 
the explosions and await further instructions on how to 
proceed. In the meantime, they expand the cordoned-off 
area as a precaution. Later that day, a terrorist group claims 
responsibility and pledges that it has amassed sufficient 
stocks of radioactive material to commit more attacks in 
the coming weeks. 

Decontamination measures are immediately put into place. 
The highest priority is given to those injured in the blast and 
others in the immediate vicinity. Clean-up is expected to be 
extremely costly. Strontium-90 will be especially difficult to 
get rid of, given that it is a beta emitter and therefore harder 
to trace than caesium-137, which is a gamma emitter. As 
the attack was designed to affect the busiest sections of 
the city, much of the city will be inaccessible for at least 
four to eight weeks as a precautionary measure. 

This has a cumulative impact on the country, adversely 
affecting its tourism, commerce and industry. As the city 
centre remains out of bounds, offices in the capital remain 
closed and employees are forced to work from home for 
an extended period. As some of the busiest train, tube and 
bus routes are halted until further notice, the incident also 
has a severe impact on transportation. The psychological 
impact is also enormous: thousands of people now fear 
radiation poisoning, and will avoid travelling to the city and 
surrounding areas even after they have been completely 
decontaminated. Despite the clean-up being rigorous, 
public confidence remains low over fears that some of the 
radioactive contamination could have been missed.

Scenario 3R
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p The estimated fatalities and injuries as well as the humanitarian impact are calculated using NukeMap.124

NScenario 4

Nuclear: detonation of an 
improvised nuclear device 
in a heavily populated city

The following scenario considers the potential 
impact of a nuclear weapons explosion conducted 
by a terrorist group. As discussed in this report, this 
is considered a much more difficult attack for a non-
state group to execute compared with the other 
weapons types, not least because of the scrutiny 
of intelligence and security agencies in countering 
the threat. Nevertheless, the risk is not zero. The 
following scenario is considered to be plausible but 
extremely unlikely. 

With rising oil revenues and supporters, a group affiliated 
to an extremist terrorist group makes contact with a 
faction within a country that has nuclear weapons, in 
order to purchase a plutonium-based ready-made nuclear 
warhead plus the expertise to ensure its detonation. The 
warhead is shipped in a container vessel via intermediary 
traffickers and smuggled through port security,123 after 
which it is loaded into a modified, highly secured truck and 
transported to a busy city. 

At 14.00, on a weekday with a moderate southerly breeze, 
the terrorist group successfully detonates a nuclear warhead 
in a heavily populated city, causing a nuclear explosion. 

People at the epicentre are vaporised in the enormous 
fireball of the nuclear explosion itself, which then forms the 
characteristic mushroom cloud. Seconds later, fatal doses 
of high-energy electromagnetic radiation are absorbed by 
large numbers of the surviving population, causing initial 
radiation exposure that will – if they survive subsequent 
fires and buildings collapse – cause them to suffer a slow 
death over a period of days from radiation poisoning. Within 
minutes, the intense thermal energy and overpressures 
caused by the explosion initiate uncontrollable firestorms 
across the city. Over a period of the next few weeks, the 
fallout from the mushroom cloud that contains highly toxic 
radioactive isotopes exposes many who survived the initial 
blast, initial radiation and firestorms to radiation that might 

kill them in the short or long term. It is estimated that, in the 
first 24 hours, there are at least 100,000 fatalities and more 
than 200,000 people in need of urgent treatment.p The fear 
factor is high: there is speculation about the possibility of a 
second attack, and survivors are horrified by the immense 
devastation. Satellite images of the area reveal large flows 
of people travelling away from the city centre. Some people 
head downwind, unaware of the radiation fallout in that area. 

At least 85 schools and universities, 18 hospitals and 
medical facilities and two fire stations are destroyed in the 
explosion and subsequent firestorms. Nearby hospitals are 
not able to function at full capacity as their power supply is 
lost and their stocks of medicine have been contaminated. 
The explosion creates enormous craters and severely 
damages the roads leading to airports as people are trying 
to leave the city. People require immediate assistance for 
safe evacuation, yet first and second responders cannot 
get into the area without endangering their own lives. 
Volunteers without special protective gear or equipment 
help, but in doing so put themselves at severe risk. 

Within a few days, survivors start to suffer from acute 
radiation poisoning symptoms such as hair loss, 
vomiting and exhaustion. Internally displaced persons 
(IDP) get sick from consuming contaminated food and 
water. Government officials together with humanitarian 
organisations start to build IDP camps, but cannot establish 
security in the camp area. 

Health workers can do little but follow standard operating 
procedures. Radiation fallout becomes an increasing 
problem in the days following the explosion, and a long-
term public health crisis is expected. Agricultural products 
are also contaminated and the World Health Organization 
advises that milk products should not be consumed. 
Due to lack of preparedness for a nuclear explosion, the 
humanitarian catastrophe cannot be prevented.

N
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Although there is a lower probability that nuclear 
weapons would be used as part of a terrorist attack than 
chemical, biological or radiological weapons, given the 
difficulties associated with obtaining the former, this 
type of attack could have catastrophic impacts for which 
there are currently no adequate response measures in 
place. The humanitarian impact of a nuclear detonation 
is also likely to be much higher than that of any other 
type of attack. 

However, it is considered more likely that chemical 
weapons could be used in the future by terrorists or 
saboteurs, even though the impact would be less severe 
than that of nuclear weapons. Historical use of chemical 
weapons – especially agents such as chlorine – indicates 
that exposure to the most widely available chemical 
agents is not as deadly as is often assumed. In many 
cases, the explosion generated from an improvised 
delivery system would be much more lethal than the 
chemical agents themselves. Nevertheless, chemical 
weapons can cause enormous disruption, and the 
decontamination process – especially if chemical 
weapons are used in enclosed spaces such as subways 
– can be extremely costly depending on the nature 
and scale of the attack. An added complication is that 
although scientists may assess that decontamination is 
unnecessary or that decontamination has been successful, 
these assessments could undermine the confidence of 
the public, who continue to avoid the impacted area as 
a precaution. 

An analysis of bioweapons use indicates that exposure 
to biological weapons can be lethal, and the insider 
threat in biosecurity laboratories remains a concern. 
Certain professions, such as deployed military forces, 
are considered to be at higher risk than others. A robust 
resilience measure for different types of agents and 
viruses could include large-scale vaccination campaigns 
for those working in high-risk professions. 

The radiation released from an RDD could have long-
term impacts, but radiological weapons are considered to 
have a low probability of use with low impact. The case 
analysis of the University of Maryland’s database shows 
that radiological weapons have not historically caused 
severe damage to property.1 Yet, it should be noted that 
the low number of incidents of use in the past cannot be 
taken as an indicator that the weapons will not be used 
in the future, particularly given the incentives to use 
radiological weapons, including the immense damage they 
can cause to an economy in the short-to-medium term. 

The key to managing the risk of CBRN weapons use 
by non-state actors is to recognise that the threat is 
dynamic, not static: the relative rarity of past events 
means that historical trends may not provide reliable 
indicators on the current and future risk. The expertise 
and capacity to use chemical weapons on the battlefields 
of Syria and Iraq could be used to plan attacks outside 
these regional conflicts in the near future. In a similar 
vein, the dangers and opportunities presented by rapid 
technological developments – some of which are so 
revolutionary that they are not initially understood 
in policy-making, and therefore cannot be quickly 
accommodated through changes in the law or to 
resilience measures – may be worthy of more focused 
study in the field of CBRN threat assessment.

Conclusion
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