
29th August Agenda 

 

• 09:15 Arrival – Breakfast served 

• 09:30 Asta – Chris Wilcox  

• 10:00            Project Update 

• 10:15 Networking & Close 

 

Control Framework  

 

Control Framework Breakfast Group 



 

An approach – but not the only 

one! 



Internal Audit system 

assessment 
• Enquire and investigate the system 

• Flowchart 

• Assess and identify control weaknesses 

• RAG report and recommended 
remediation including timeline 

• Agency Board approves remediation plan  

• Remediation action 

• Board Sign-off 

 



Investigate and Flowchart – Claims and 

Finance  
                                               2. ASTA UML- The processing of business into Lloyd’s through the Lloyd’s Policy Advice Notice (‘LPAN’) process.

Risk Control Processes in ASTA Finance Findings

For details of how the data is recorded into IRIS , please see sheet titled ‘The underwriting of risks, their processing onto IRIS and credit control’ 

Underwriting 

data is 

stored in 

IRIS

Cumulative U/W data 

extracted from IRIS via 

Access Software by 

TS

Data stored on 

network on e-

mailled to JF

JF merges the   

U/W data and the 

risk postcode data 

into one 

spreadsheet

Postcode data for risks 

underwritten extracted 

from IRIS via Access 

Software by TS

Spreadsheet is 

pivoted to give 

cumulative 

postiion by YOA, 

Risk Code, 

Location and 

Currency

Cumulative data is 

manually entered 

into bordereau. 

Movement is 

calculated against  

prior period 

cumulative

Bordereau is e-

mailed to JS

An LPAN is 

prepared by hand 

based on data 

received

UMR allocated by 

Syndicate and 

then submitted to 

Xchanging via 

IMR system

Submission accepted by 

Xchanging

Xchanging update 

IRIS software to 

reflect signed 

premium

Yes

ASTA staff have 

48 hours to 

amend and 

resubmit 

No

Xchanging send 

ASTA a DL0598 

to recognise 

receipt

Potential 

Duplication of 

entries in IRIS

The data from IRIS is 

incorrectly processed 

Data stored on network 

is not right protected and 

thus corruptible

Two spreadsheets are 

incorrectly merged. 

Risks are identified as 

being chargeable to IPT

Key individual risk- Only 

Jon Francis 

understands process

Manual data is 

incorrectly entered 

leading to period 

movements being 

posted to the bordereau

Bordereaux processing 

time is extensive 

leading cost 

inefficiencies and 

delays in reporting data 

to Lloyd’s

Data capture during the 

manual completion of the 

LPAN is incomplete

Duplication of L risks 

within IRIS leading to 

incorrect syndicate 

figures

Data is reconciled back 

to U/W systems to 

ensure complete and 

accurate capture

All spreadsheets are 

password protected 

and modifiable by 

author only  

Risks are tested on 

sample basis to 

ensure that the 

postcode is correctly 

allocated

Sense checks are 

performed on period 

movements vs. 

expectation

Figures checked on 

sample basis by 

separate individual 

Increased automation 

of process reduces 

scope for human error

The bordereau has to 

be submitted as 

evidence for 

Xchanging to reconcile

Lloyd’s provide 

paper advice and 

Xchanging e-

mails a Broker 

Signing Message

Written protocols in 

place to facilitate 

transition in staff

Exclusion of 

Xchanging entries 

relating to Dore U/W 

transactions

Data stored on network 

is lost and cannot be 

recovered 

A Disaster Recovery 

plan is in place and 

data is backed up off 

site

Non payment of IPT as 

a non cash LPAN is 

submitted

Monthly reconciliation 

of IPT due per 

bordereaux and 

amounts paid

Non receipt of 

information by Lloyd’s

Reconciliation 

between DL0598s 

received and IMR 

submissions

Items are rejected 

leading to reputational 

loss and potential non 

processing

A log of all rejections 

is kept including 

reasons for non 

processing.  This is 

used in staff 

appraisals

Underwriting 

data is 

stored in 

IRIS

Movements data is 

extracted from IRIS by CW

Data is pivoted 

and reconciled 

against TS 

cumulative figures

Data is reconciled 

against CW 

movements data

Reconciliation

2.2

2.4

Note:

-Risks highlighted in red relate to risks  

reported in the Lloyd’s Control 

Framework for regulatory and tax 

reporting (service company business)

                                                                                       3.  ASTA UML- The processing of claims                                                                                   

Risk Control
Processes in ASTA 

UML
Processes in ASTA Finance Processes in Syndicate Findings

Claim is presented by 

producing broker to 

ASTA UML

Claims Handler 

assesses the validity 

of the claim

Underlying policy 

located on IRIS. 

Segregation 

between service 

company and box 

possible due to 

original risk 

reference

Claim data input 

e.g. Loss 

description and 

Claimant name by 

claims 

administrator

 Broker e-mails  

claims details and 

relevant 

information is 

scanned and 

copies saved

CRF is completed 

and signed

CRF signed by 

individual with 

requisite authority

Claim is within 

handler’s authority 

limits

CRF taken to 

finance

and signed by two 

delegated 

authority 

signatories 

Yes No

Cheque/ BACS 

payment from 

Service Company 

bank account

Individual awaiting 

payment doesn’t receive 

monies leading to 

reputation loss

Reliant on the 

claimant or broker 

chasing payment

Cheques authorised do 

not correspond to 

amount of claim

Cheque is signed by 

two individuals- 

independent review

Incorrect claim 

amounts are entered 

into IRIS

Signed Cheque 

and CRF returned 

to Claims 

department

CRF scanned into 

IRIS system

Claims handler 

notifies broker.

Not Valid

Queried

A monthly 

reconciliation of the 

amounts entered into 

IRIS versus the 

notifications

Claims handlers 

authorise claims 

beyond their authority 

limit

Periodic peer review of a 

sample of authorised 

claims

Claim is attached to 

incorrect policy 

leading to incorrect 

U/W decisions in 

future

Data is lost or 

corrupted within 

IRIS

All entries have to be 

initialled by individual 

entering them and all 

data is backed up off 

site

Claim is received before 

premium is remitted to 

syndicate leading to 

confusion about 

whether syndicate is on 

risk

Clear unequivocal 

TOBA between the 

Syndicate and Service 

Company dealing with 

risk transfer

The number of 

cheques signed 

does not agree to 

the number of 

CRF

Both the CRF and 

cheques are 

sequentially numbered 

and checked off against 

one another

Delays in requisition of 

cheques will lead to 

reputational damage

Payment targets for staff 

which are reviewed by 

management

2.7

Creditor is 

matched and 

closed off on IRIS

Monthly payments 

per SUN are 

reconciled to 

amounts posted in 

IRIS by PB 

Note

-Risks highlighted in red relate to risks  

reported in the Lloyd’s Control Framework 

for regulatory and tax reporting (service 

company business)

Monthly reconciliation of 

amounts paid per IRIS 

with cashbook statement

Amounts paid to insureds 

do not agree to the 

amount per claim

Quarterly return  

of data to Lloyd’s 

detailing claims 

paid outside 

Xchanging

CRF is signed by 

Claims Handler

CRF is 

countersigned by 

second claims 

handler with 

requisite authority

Peer review and 

reconciliation of aged 

creditors

Claims handler 

closes file on 

IRIS and 

commences 

payment 

process 
Valid



Investigate and Flowchart – Premiums 

                       1.ASTA UML- The underwriting of risks, their processing onto IRIS and credit control                       

Risk Control
Processes in 

ASTA UML

Processes in ASTA 

Finance
Processes in Syndicate NNNN Findings

Yes

No

Beverley Jones 

uses data and 

sends a monthly 

statement to 

brokers

Finance notify 

Beverley of BACS/ 

cheque receipt

Non Box risk is 

assigned a audit 

code so it is 

traceable

Data extracted 

from IRIS into 

INCAS- monthly 

debtor report

Rob Neil scans a 

copy of summary 

sheet onto 

network having 

reviewed risk entry

Aged debtor report 

run at end of 

following month

Beverley allocates 

cash against the 

premium due 

closing debtor per 

IRIS

Broker e-mails 

Beverley Jones/ 

Finance detailing 

which balances 

are being 

processed.

U/W comments on 

rate changes and 

forwards to Rob 

Neil

Broker accepts 

quote

Full details 

completed and 

Risk summary 

sheet completed 

and sent to U/W

Accepted Quote 

scanned to IRIS; 

original sent to 

broker

Risk closed on 

IRIS

Broker forwards 

accepted quote to  

U/W who signs 

and passes to 

admin

Underwriter 

approached by 

broker with risk.

U/W provides 

quote

Basic details 

including Broker, 

Quote and name 

insured entered 

into IRIS by 

Charley Penny

Sun report details 

all cash received 

in the month Credit Control 

checks off the 

balances against 

Debtors

Cheques not promptly 

cashed leading to reduced 

bank interest

Aged debtor reports are 

produced to highlight 

premiums due

Data is corrupted within 

IRIS leading to incorrect 

output

Risks are incorrectly 

allocated an audit code 

leading to non appearance 

on non box filters 

Peer review of the entry 

process

Manual input on slip and 

risk increases risk of 

human error

Peer review of the entry 

process

The location is 

incorrectly entered to 

IRIS leading to IPT 

being charged 

incorrectly

Cheques are banked in 

a timely manner. 

Premiums underwritten 

are not recoverable

U/W continues to accept 

risks from non paying 

brokers

MI passed from credit 

control to  U/W to facilitate 

decision making.

Misallocation of premium 

against debtors

Regular review of aged 

debtors and also 

unallocated cash

INCAS extracts data 

from IRIS incorrectly 

leading to mistatements

Periodical review of the 

extraction process. 

Checking output to input.

Back up of data on  a 

separate network. 

All entries on the system 

should be initialled and 

individual passwords 

assigned 

Incomplete data capture 

with insufficient 

information within IRIS

Risk Summary sheet is 

competed and peer 

reviewed requiring all 

fields to be entered

Specific location of the 

risk is filed highlighting 

non mainline risks.

List of risks received by 

admin is incomplete vs. 

those accepted by U/W 

Monthly reconciliation 

process with U/W and 

admin comparing 

entries

Note:

-Risks highlighted in red relate to risks  

reported in the Lloyd’s Control 

Framework for regulatory and tax 

reporting (service company business)

2.4

2.2

2.1



Assessment of Control weaknesses 

Asta Managing Agency  Limited     

Review of Asta  Underwriting Services Limited    

Report   

Date: December 2011   

    
Distribution List: Audit Sign-Off: 

Internal: Audit Committee (UK) 

  

CFO 

FD 

Finance Manager 

Underwriting Director 

    

External: Active Underwriter, 

  
Syndicate NNNN 

Claims Manager, 

Syndicate NNNN 

    

Auditor(s): Internal Audit Manager 

  

  

External Audit Director   

External Audit Manager 
Head of Internal 

Audit 

  

  

Significance Basis of Assessment 

Total 

in 

Audit   

Critical 

A significant control failure that places the business at an immediate 

threat of loss, fraud, operational failure or regulatory sanction. Urgent 

action is necessary to protect business interests. 0 

  

High 

A weakness in control that results in an increased risk of loss, fraud, 

impropriety, poor value for money, or failure to achieve organisational 

objectives. Remedial action should normally be taken or planned as a 

matter of priority. 
5 

  

Medium 

A weakness in control that results in an increased risk of loss, fraud, 

impropriety, poor value for money, or failure to achieve organisational 

objectives. Remedial action should normally be taken or planned as a 

matter of priority. 
3 

  

Low 

Control matters that individually have no major impact, but where 

management would benefit from improved controls and/or have the 

opportunity to achieve greater effectiveness and/or efficiency. 0 

  



Recommended remediation and timeline 
2      Recommendations arising out of the review 

    

2.1      Risk Definitions and Risk Management   

Observation Recommendation 

The Syndicate’s risk register includes one generic risk in 

respect of its service company.  This concerns the ‘Risk of 

failure in operations of internal “service company” services to 

managed syndicates.’ 

It is recommended that the operations of the Syndicate and ASTA 

USL are critically reviewed to identify how the entities interact and 

the implications that this has on the risk environment. 

    

Lloyd’s best practice, as set out within its publication ‘Control 

Framework for regulatory and tax reporting (Service Company 

Business)’, issued in April 2011, requires that risks should be 

more tightly defined and reflect the specific risks presented by 

a service company’s operations.  The particular risks set out 

within this paper include: 

On completion of this exercise, the specific risks should be 

identified and introduced in relation to ASTA USL’s operations 

and a Service Company Risk Register should be developed.  In 

order to comply with Lloyd’s Guidance as to best practice, when 

defining these risks, management should refer to the specific 

risks identified in the framework document  

•         Insured’s requirements not fully understood;   

•         Data capture is inadequate;   

•         Data is processed incorrectly;   

•         Data is corrupted; and   

•         Data is lost and cannot be recovered.   

    

There is therefore a need to revisit the risk register and to 

consider whether this is adequate in light of the ASTA USL’s 

operations.     

  

                                       

In considering the Risk Register it is noted that the operations 

of ASTA USL are fully integrated with those of the Syndicate.  

To the extent that Service Company data is captured and 

recorded via the IRIS underwriting system, reference can be 

made to the Syndicate Risk Register.  

  

    

However, where new processes or systems have been 

established to facilitate the processing of data (for example, 

the bordereaux generating spreadsheets – please see action 

point 1.3), then there will be a need to introduce specific risks 

into the Register.   

  

Priority: High 

Management response:  

A full review in accordance with “The Control Framework” is already under way and although the document is currently only a 

discussion paper, it is recognised that it represents best practice. [Finance] 

  

Risk management will meet with Internal Audit in January 2012 to discuss and agree the most appropriate means of representing 

the Service Company risks, and the risk register amended accordingly. Target completion: Mid-February.  [Risk Management] 

  

Owner:   David Thorne-Large 

  

Due date:   29th February 2012 



 

 

 

 

 

 

Control Framework  

 

Control Framework Breakfast Group 

Project Update 



 

 

 

  

 

 

Control Framework  

Information on the transactions:  

Gross Pm in Settlement currency 

Definition: “The premium paid in this transaction before any 

deductions and before IPT is applied, expressed in settlement 

currency. If the transaction is a premium instalment, this should be 

the gross amount of the instalment” 

 
• Differences between service company and managing agent systems? 

• Is the settlement ccy is subject to any re-conversion and/or manipulation? 

 

Service Co 
Systems 

• Orig CCY = AUD 

• Sett CCY = TWD 

Managing Agent 
Systems 

• Orig CCY = AUD 

• Sett CCY = USD 

Xchanging 

• Orig CCY = AUD 

• Sett CCY = USD 



 

 

 

  

 

 

Control Framework  

Information on tax :  

Tax Settlement Currency 

Definition: “The currency in which the specific tax is payable” 

Factors to consider: 

• Any paid tax needs to be reported in the tax settlement currency. i.e the 

currency used to pay over the tax to the authorities. Otherwise there may be 

FX issues. 

 



 

 

 

  

 

 

Control Framework  

 

Territorial Additional Information: Greece  

Large/Mass 
 

Definition: 

“Required to differentiate between Large and Mass risks for Greek 

Regulatory reporting under the EU’s 2nd Non-Life Insurance Directive 

(88/357) 

 

Update: 

 

• This field is no longer required for Greek 

regulatory reporting. It will therefore be removed 

from the requirements of the Control Framework 

going forward. 

 



Control Framework  

Next session:  

26th September 


